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attacks on oil tankers’,
https://www.washingtonpost.com/world/national-security/with-trumps-approval-pentagon-
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National Audit Office, ‘Progress of the 2016-2021 National Cyber Security Programme’, 15 March 2019, p. 20,
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CyberSecurity-Programme.pdf.
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2. Strategic Command

3. Joint Forces Cyber Group

4. MoD Corsham

5. Tri-Service Information Assurance Units
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Bach Xuan Tran et al., ‘Global evolution of research in artificial intelligence in health and medicine:
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1. Joint Cyber Reserve Force
2. BT

3. Virgin Media

4. IP-based Services
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2. Redundancy
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UK Government, ‘Huawei to be removed from UK 5G networks by 2027', 14 July 2020,
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2027#:~:text=HUAWEI%20will%20be%20completely%20removed,sanctions%?20against%20the%20
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International Telecommunication Union, ‘Global Cybersecurity Index 2018’, pp. 30, 62,

https://www.itu.int/dms_pub/itu-d/opb/str/D-STR-GCI.01-2018-PDF-E.pdf.
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3. Computer Emergency Response Team

4. National Cyber Crime Unit

5. National Crime Agency

6. Regional Organized Crime Units
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2. Cyber Aware, Cybersecurity Challenge, Cyber Essentials and Get Safe Online
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National Cyber Security Programme’, 2019, p. 1,

https://www.nao.org.uk/wp-content/uploads/2019/03/Progress-of-the-2016-2021-National-
Cyber-Security-Programme.pdf
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Sam Donaldson etal., ‘UK Cyber Security Sectoral Analysis 2020, Department for Digital, Culture, Media
and Sport, January 2020, pp. 2, 44, 63,73,
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/
file/861945/UK_Cyber_Sectoral _Analysis__2020__Report.pdf.
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UN Office for Disarmament Affairs, ‘Developments in the field of information and telecommunications
in the context of international security’,
https://www.un.org/disarmament/ict-security
2. Cybersecurity Capacity Maturity Model for Nations

LEREELY S
Global Cyber Security Capacity Centre, ‘Cybersecurity Capacity Maturity Model for Nations’, Oxford Uni-
versity, 2017,
https://cybilportal.org/tools/cybersecurity-capacity-maturitymodel-for-nations-cmm-revised
-edition
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1. National Security Policy (2004)
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Canada Privy Council Office, ‘Securing an Open Society: Canada’s National Security Policy’, 2004,
http://publications.gc.ca/collections/Collection/CP22-77-2004E.pdf
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Public Safety Canada, ‘Securing an Open Society: Canada’s National Security Policy’, 2015,
https://www.publicsafety.gc.ca/cnt/ntnl-scrt/scrng-en.aspx
4. Canadian Center for Cyber Security
5. National Cyber Crime Coordination Unit
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1. Canadian Armed Forces
2. Department of National Defense
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Public Works and Government Services Canada, ‘Defensive Cyber Operations’, Letter of Interest,
Solicitation No. W6369-17DE25/B, 2017, p. 1,
https://buyandsell.gc.ca/cds/public/2017/12/18/637ad14072ef720ed0c51146992cca46/ABES.PROD.
PW__QE.B049.E26594.EBSU000.PDF.
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Canadian Department of National Defense, ‘Integrated Capstone Concept’, 2009, pp. 28-30,
http://publications.gc.ca/collections/collection_2012/dn-nd/D2-265-2010-eng.pdf.
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Canadian House of Commons, ‘Standing Committee on National Defense, Evidence, Tuesday 30 January 2018’,
https://www.ourcommons.ca/DocumentViewer/en/42-1/NDDN/meeting-77/evidence
2. Communications Security Establishment
3. Canadian Security Intelligence Service
4. Royal Canadian Mounted Police, Industry Canada, Treasury Board Secretariat and Privacy Commissioner
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Canadian Armed Forces, ‘Strong, Secure, Engaged: Canada’s Defense Policy’, 2017,
http://dgpaapp.forces.gc.ca/en/canadadefence-policy/docs/canada-defence-policy-report.pdf.
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1. Public Safety Canada
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Public Safety Canada, ‘Cyber Security in the Canadian Federal Government’, 2018,
https://www.publicsafety.gc.ca/cnt/ntnlscrt/cbr-scrt/fdrl-gvrnmnt-en.aspx
3. Cyber Center
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Public Safety Canada, ‘Speech on Canada’s evolving national security architecture in a constantly
changing and very difficult world’, 15 January 2019,
https://www.canada.ca/en/public-safety-canada/news/2019/01/speech-on-canadasevolving-
national-security-architecture-in-a-constantlychanging-and-very-difficult-world.html
5. Director General for National Cyber Security
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Public Safety Canada, ‘Speech on Canada’s evolving national security architecture in a constantly changing
and very difficult world’, 15 January 2019,
https://www.canada.ca/en/public-safety-canada/news/2019/01/speech-on-canadasevolving-
national-security-architecture-in-a-constantlychanging-and-very-difficult-world.html

A



I+l

g ol a v
pad wl)ydo Ola s jus g aiailyd ol g sy oo a0l azles
Jogi 5o Jlacel ol (sl olls g Lagaieslys plw 3yg-0 5o 4S diswe ol
o 8185 5259 02l S p3litunne oz led b slacliles slal i Ssand,
Sl azyls jgel 2jg
slawbdac Jy,50S g eyl adubg (s pulw slag s aaileyd Sy oliw
42wy dabg 3.6 (DCIO0) <ldo eleMbl udiyl y sl .ol sageyp |y 18U gpolw
Ogl=o 9§80 slins Lunl) yol i g 9ls sages |y Gplw Solal has g lagaiailys
Blaaiallyd dewgs Ay .CuiS 0 sl oLl (Glo g8 W)ljg aiyl plio) gLéo
olelbl g Oluwlae iwolb L)l isopnly g Sldes eyl g (aaile,d g el (gpulw
(a3 €5 anlads oo Smles S (pany i b oy ias S5 s b a0
gy laSd glaeslidoc 55p0 iS50 Cions el8 eleMb] addyl yuwdl loyd
1400948 £92) )
Canadian Armed Forces, ‘Strong, Secure, Engaged: Canada’s Defense Policy’, p. 72. For more information
onthe CAF’s cyber planning,

https://www.canada.ca/en/department-nationaldefence/corporate/reports-publications/proactive
-disclosure/cow-estimates-a-2019-20/joint-capabilities.html.
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Numerous statements made during a Public Safety Committee meeting, 22 March 2018,
https://openparliament.ca/committees/public-safety/42-1/101/?singlepage=1
3. Joint Force Cyber Component Commander
4. Defense Chief Information Officer
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Len Bastien (Defense Chief Information Officer and Assistant Deputy Minister, Information Management,
Department of National Defense) statement at the National Defense Committee, 30 January 2018,
https://openparliament.ca/committees/national-defence/42-1/77/len-bastien-1/only
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7. General Director Cyber
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Commodore Richard Feltham (Director General, Cyberspace, Department of National Defense) statement
at the National Defense Committee, 30 January 2018,
https://openparliament.ca/committees/national-defence/42-1/77/commodore-richard-feltham-1/only.
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1. Canadian Forces Network Operations Center
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LCDR J.T.D.S. Turner, ‘Royal Canadian Navy Cyber Incident Response Team’, Canadian Forces College,
2016, p. 3,
https://www.cfc.forces.gc.ca/259/290/318/192/turner.pdf.
3. Shared Services Canada
4. Canadian Forces Intelligence Command
5. Armed Forces Information Operations Group
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‘Canadian Armed Forces Cyber Activities’, 2019,
https://www.canada.ca/en/departmentnational-defence/corporate/reports-publications/proactive-
disclosure/cow-estimates-a-2019-20/joint-capabilities.html.
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1. Secret Intelligence Service
2. Canadian Forces Intelligence Command
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International Telecommunication Union, ‘Core Household Indicators’, June 2019,
https://www.itu.int/en/ITU-D/Statistics/Documents/statistics/2019/CoreHouseholdIndicators_
Jun2019.xlIsx.

109 £oy W
Canadian Wireless and Telecommunications Association, ‘Facts & Figures’, 2019,
https://www.cwta.ca/facts-figures.
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International Trade Administration (United States), ‘Canada: Country Commercial Guide’, 3 August 2020,
https://www.trade.gov/knowledge-product/canada-information-andcommunications-technology
—ict#:~:text=The%20Canadian%20ICT%20sector%?20is,with%20%249.3%20billion%20in%202019.
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OECD, Digital Economy Outlook 2020, Chapter 11, ‘Artificial intelligence’,
https://www.oecd-ilibrary.org/sites/bb167041-en/1/3/11/index.html?itemld=/content/publication/
bb167041-en& _csp_=509e10cb8ea8559b6f9cc53015e8814d&itemIGO=0ecd&itemContentType=-
books#section-213.
4. Superclusters
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‘About Canada’s Supercluster Initiative program’, 1 December 2020, https://www.ic.gc.ca/eic/site/093.
nsf/eng/00016.html.
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109 92y
Toronto Global, ‘Quick Facts’,
https://torontoglobal.ca/Discover-Toronto-region/Toronto-region-quick-facts.
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Innovation, Science and Economic Development Canada, ‘Canada’s Digital Charter in Action: A Plan by
Canadians, for Canadians’, 2019, https://www.ic.gc.ca/eic/site/062.nsf/vwapj/Digitalcharter_Report_
EN.pdf/Sfile/Digitalcharter_Report_EN.pdf
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Public Safety Canada, ‘National Cyber Security Strategy -Canada’s Vision for Security and Prosperity in
the Digital Age’, 2018,
https://www.publicsafety.gc.ca/cnt/rsrcs/pblctns/ntnl-cbr-scrt-strtg/ntnl-cbr-scrt-strtg-en.pdf.
4. World Intellectual Property Organization
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Cornell University, INSEAD and the World Intellectual Property Organization, ‘Global Innovation Index
2020: Who Will Finance Innovation?’, pp. 54-6,
https://www.wipo.int/edocs/pubdocs/en/wipo_pub_gii_2020.pdf
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OECD, ‘Measuring the Digital Transformation: A Roadmap for the Future’, 2019, p. 37,
https://www.oecd.org/publications/measuring-the-digital-transformation-9789264311992-en.htm
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Canadian Institute for Advanced Research, ‘Building an Al World: Report on National and Regional Al
Strategies Second Edition’, May 2020,
https://cifar.ca/wp-content/uploads/2020/10/building-an-ai-world-second-edition.pdf
2. North American Aerospace Defense Command
3. Combined Force Space Component Command
109 poy W
Cody Chiles, ‘CFSCC establishment ceremony held at Vandenberg', Air Force Space Command, 2 October 2019,
https://www.afspc.af.mil/News/Article-Display/Article/1983986/cfscc-establishment-ceremony
-held-at-vandenberg
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‘Emergency management organizations’, Get Prepared website,
https://www.getprepared.gc.ca/cnt/rsrcs/mrgnc-mgmt-rgnztns-en.aspx
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1. Cyber Security Event Management Plan
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‘Government of Canada Cyber Security Event Management Plan (GC CSEMP) 2019,
https://www.canada.ca/en/government/system/digital-government/onlinesecurity-privacy/security
-identity-management/governmentcanada-cyber-security-event-management-plan.html.
3. National Computer Emergency Response Team

109 g9y L
Canadian Centre for Cyber Security, ‘About the Cyber Centre’,
https://www.cyber.gc.ca/en/about-cyber-centre
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Public Works and Government Services Canada, ‘Defensive Cyber Operations’, Letter of Interest,
Solicitation No. W6369-17DE25/B, 2017, pp. B1-3.

109 £ oy F
‘Government of Canada, Cyber Security Event Management Plan (GC CSEMP) 2019’
7. National Cross-Sector Forum
8. Federal-Provincial-Territorial Critical Infrastructure Working Group
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1. Canadian Network for Security Information Exchange

EERT VY S
For further information, see Public Safety Canada, ‘Critical Infrastructure’, updated 19 August 2020,
https://www.publicsafety.gc.ca/cnt/ntnl-scrt/crtcl-nfrstrctr/index-en.aspx

EEREWETY S
National Defense and the Canadian Armed Forces, ‘The Canada-U.S. Defense Relationship’,
Backgrounder, 4 December 2014,
http://www.forces.gc.ca/en/news/article.page?doc=the-canada-u-s-defence-relationship/hob7hd8s.
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https://www.treaty-accord.gc.ca/text-texte.aspx?id=105000.
5. Public Safety Canada
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Public Safety Canada, ‘Cybersecurity Action Plan between Public Safety Canada and the Department of
Homeland Security’, 2015,
https://www.publicsafety.gc.ca/cnt/rsrcs/pblctns/cybrscrt-ctn-plan/index-en.aspx.
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1. National Cybersecurity Action Plan (2019-2024)
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Reiskind, ‘Canada’s Cyber Security: A Discussion with Public Safety Canada’.
4. Paris Call for Trust in Security in Cyberspace (2018)
5. Convention on Cyber Crime
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7. Rapid Response Mechanism
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2. NATO Cooperative Cyber Defense Center of Excellence
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‘In Pursuit of Total and Unbreachable Protection of Cyberspace, Part I: Canada, a Leader in Cyber
Defense’, 2018,
http://natoassociation.ca/in-pursuit-of-total-and-unbreachable-protection-ofcyberspace-part-i-
canada-a-leader-in-cyber-defence
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Government of Canada, ‘Future Force Design’, 17 April 2019,
https://www.canada.ca/en/department-national-defence/corporate/reports-publications/departmental
-plans/departmentalplan-2019-20-index/planned-results/future-force-design.html.
2. CSE Act
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Government of Canada, ‘Order Fixing August 1, 2019 as the Day on which Part 3 of that Act Comes into
Force: SI/2019-70’, Canada Gazette, Part Il, vol. 153, no. 15,
http://www.gazette.gc.ca/rp-pr/p2/2019/2019-07-24/html/si-tr70-eng.html.
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1. Australian Signals Directorate
2. Information Warfare Division
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1. E-Security Strategy
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Australian Government, Attorney-General's Department, ‘Cyber Security Strategy’, Canberra,
November 2009.
https://www.enisa.europa.eu/topics/national-cyber-securitystrategies/ncss-map/AGCyberSecurity
Strategyforwebsite.pdf
3. Computer Emergency Response Team
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Gary Waters, ‘National Cyber Emergency Policy for Australia: Critical Infrastructure’, in Greg Austin (ed.),
National Cyber Emergencies: The Return to Civil Defense (Abingdon: Routledge, 2020), pp. 93-105.
5. Cyber Security Operations Center
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Australian Government, Department of the Prime Minister and Cabinet, ‘Australia’s Cyber Security
Strategy: Enabling Innovation, Growth and Prosperity’, Canberra, 2016.
https://www.homeaffairs.gov.au/cyber-security-subsite/files/PMCCyber-Strategy.pdf.
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2. Australian Security Intelligence Organization
3. Australian Cyber Security Center
4. Attorney General's Department
5. Department of Home Affairs
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Australian Government, Department of Home Affairs, ‘Australia’s Cyber Security Strategy’, Canberra,
August 2020.
https://www.homeaffairs.gov.au/cyber-security-subsite/files/cyber-security-strategy-2020.pdf.
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Australian Government, Department of Defense, ‘2016 Defense White Paper’, Canberra, 2016.
https://www.defence.gov.au/WhitePaper/Docs/2016-Defence-White-Paper.pdf.
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1. Australian Defense Force
2. Joint Capabilities Group
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Australian Government, Department of Defense, ‘2020 Defense Strategic Update’, Canberra, July 2020.
https://www.defence.gov.au/StrategicUpdate-2020/docs/2020_Defence_Strategic_Update.pdf
4. Defense Strategic Update
5. Force Structure Plan
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Australian Government, Department of Defense, ‘2020 Force Structure Plan’, Canberra, July 2020.
https://www.defence.gov.au/StrategicUpdate-2020/docs/2020_Force_Structure_Plan.pdf.
7. Cyber Security Strategy
8. Scott Morrison
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Australian Government, Prime Minister of Australia, ‘Address - Launch of the 2020 Defense Strategic
Update’, Canberra, 1 July 2020.
https://www.pm.gov.au/media/address-launch-2020-defence-strategic-update.
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1. Expenditure Review Committee of Cabinet
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Australian Government, Australian Signals Directorate, ‘Accountability’.
https://www.asd.gov.au/accountability
3. Joint Cyber Unit
4. Joint SIGINT Unit
5. Defense Signals Intelligence and Cyber Command
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Australian Government, Department of Defense, ‘Defense Chief Announces New Command’, Canberra,
30 January 2018.
https://news.defence.gov.au/media/media-releases/defence-chief-announces-new-command.
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3. Australian Cyber Security Center
4. Australian Security Intelligence Organization
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1. Australian Secret Intelligence Service
2. Director of National Intelligence
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International Telecommunication Union, ‘Statistics’, https://www.itu.int/en/ITU-D/Statistics/Pages/
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‘Director-General ASD speech to the Lowy Institute’, 27 March 2019,
https://www.asd.gov.au/ publications/speech-lowy-institute-speech.
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‘ASD Corporate Plan 2019-20', Canberra, 2019, p. 7,
https://www. asd.gov.au/sites/default/files/2019-08/ASD_Corporate_Plan_ final_12.pdf.
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Ministere des Armées, ‘Livre blanc: Défense et sécurité nationale’, 2008,
http://archives.livreblancdefenseetsecurite.gouv.fr/2008/information/les_dossiers_actualites_19/
livre_blanc_sur_defense_875/livre_blanc_1337/livre_blanc_1340/index.html.
2. National Cybersecurity Agency (Agence nationale de la sécurité des systémes d'information)
3. Secretariat General of Defense and National Security (Secrétariat général de la défense et de la
sécurité nationale)
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Agence nationale de la sécurité des systemes d'information, ‘Défense et sécurité des systémes
d'information: Stratégie de la France’, 2011,
https://www.ssi.gouv.fr/uploads/IMG/pdf/2011-02-15_Defense_et_securite_des_systemes_d_information
_strategie_de_la_France.pdf.
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Ministére des Armées, ‘Livre blanc: Défense et sécurité nationale’, 2013,
http://www.livreblancdefenseetsecurite.gouv.fr/pdf/le_livre_blanc_de_la_defense_2013.pdf.
2. Emanuel Macron
3. Marine Le Pen
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Jean-Baptiste Jeangéne Vilmer, ‘The ‘#Macron Leaks” operation: A post-mortem’, Atlantic Council,
20 June 2019,
https://www.atlanticcouncil.org/in-depth-research-reports/report/the-macron-leaks-operation-
a-post-mortem.
5. ComCyber
6. Ministry of Armed Forces (Ministere des Armées)
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Ministére des Armées, ‘Le commandement de la cyberdéfense (COMCYBER)
https://www.defense.gouv.fr/ema/organismesinterarmees/le-comcyber/le-comcyber/comcyber.
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Ministere des Armées, ‘Eléments publics de doctrine militaire de lutte informatique offensive’, 2019, p. 4,
https://www.defense.gouv.fr/fre/content/download/551497/9393997/EI1%C3%A9ments%20
publics%20de%20doctrine%20militaire%20de%20lutte%?20informatique%200FFENSIVE.pdf.
3. Strategic Review of Cyber Defense

,
1
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Secrétariat Général de la Défense et de la Sécurité Nationale, ‘Revue stratégique de cyberdéfense’,
12 February 2018,
http://www.sgdsn.gouv.fr/uploads/2018/02/20180206-np-revuecyber-public-v3.3-publication.pdf.
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Frangois Delerue and Aude Gery, ‘France’s Cyberdefense Strategic Review and International Law’,
Lawfare, 23 March 2018,
https://www.lawfareblog.com/frances-cyberdefense-strategicreview-and-international-law
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Arthur P. Laudrain, ‘French Cyber Security and Defense: Strategy, Policy-Making and Coordination’,
SSRN Working Paper Series, v.2.3.3, 2019, p. 20,
http://dx.doi.org/10.2139/ssrn.3432338.
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Secrétariat Général de la Défense et de la Sécurité Nationale, ‘Révue stratégique de cyberdéfense’, p. 7,
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Florence Parly, ‘Déclaration de Mme Florence Parly, minister des armées, sur la manipulation de
I'information’, Vie publique, 4 September 2018,

https://www.vie-publique.fr/discours/206652-declaration-de-mme-florence-parly-ministredes

-armees-sur-la-manipulat.
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1. Ministerial Policy for Defensive Cyber Warfare
Ministere des Armées, ‘Politique ministérielle de lute informatique défensive’, 2019.
2. Public Elements for the Military Doctrine for Offensive Cyber Warfare.
Ministére des Armées, ‘Eléments publics de doctrine militaire de lutte informatique offensive’, 2019.
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Ministere des Armées, ‘Communiqué: La France se dote d’une doctrine militaire offensive dans le
cyberespace et renforce sa politique de lutte informatique défensive’, 18 January 2018,
https://www.defense.gouv.fr/fre/salle-de-presse/communiques/communique_la-france-se-
dote-d-une-doctrine-militaireoffensive-dans-le-cyberespace-et-renforce-sa-politique-delutte-
informatique-defensive

105 goy W
Agence nationale de la sécurité des systémes d'information, ‘Le Volet Cybersécurité de France Relance’,
September 2020,
https://www.ssi.gouv.fr/agence/cybersecurite/le-volet-cybersecurite-defrance-relance.
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‘Unplana1milliard d’euros pour renforcer la cybersécurité’, Gouvernement.fr, 18 February 2021, https://
www.gouvernement.fr/un-plan-a-1-milliard-d-euros-pour-renforcer-la-cybersecurite.
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‘Dossier de presse - Cybersécurité, faire face a la menace: la stratégie francaise’, Gouvernement.fr, 18
February 2021,
https://www.gouvernement.fr/sites/default/files/contenu/piece-jointe/2021/02/210218_dp_cyber_
vfinale.pdf.
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2. Defense and National Security Council (Conseil de defense et de sécurité nationale)
3. Chief of General Staff
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1. Cyber Defense Executive Committee
2. Cyber Defense Steering Committee
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Institut des hautes études du ministére de I'Intérieur, ‘Organisation de I'Etat francais en gestion de crise
cybernétique majeure’, 2019,
https://inhesj.fr/articles/organisation-de-letat-francais-engestion-de-crise-cybernetique-majeure.
6. Security Operations Centre

Laudrain, ‘French Cyber Security and Defense’, p. 24
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Laudrain, ‘French Cyber Security and Defense’, p. 19,
2. Centre for the Analysis of Cyber Defense (Centre d'analyse de lutte informatique defensive)
3. Center for the Review of Information Systems Security (Centre d’audit de la sécurité des systéemes
d'information)
4. 807th Signals Company
5. Rennes
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COMCYBER, ‘GDA Tisseyre: “‘On est 3400 cybercombattants et on deviendra 4500 en 2025", @Comcy-
berFR on Twitter, 12 September 2019,
https://twitter.com/ComcyberFR/status/117 2186486134968322.
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1. Defense Intelligence and Security Directorate (Direction du Renseignement et de la Sécurité de la Défense)
2. Directorate of Military Intelligence (Direction du renseignement militaire)

3. General Directorate for Internal Security (Direction générale de la sécurité intérieure)

4. Direction générale de la sécurité extérieure
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1. C4 Systems Command
2. Joint Staff Office
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‘Regarding Response to Cyber Attack’, undated,
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4. Western Army of the Japan Ground Self-Defense Force
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2. International Monetary Fund
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https://ifr.org/post/why-japan-leads-industrial-robot-production
6. Nippon Telegraph and Telephone
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2020,
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Cabinet Office, ‘Juntenchoeisei shisutemu ni tsuite’, undated,
https://www8.cao.go.jp/space/qzs/qzs.html
2. Quasi-Zenith Satellite System
3. Aerospace Exploration Agency
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Quasi-Zenith Satellite System (QZSS), ‘Overview of the Quasi-Zenith Satellite System (QZSS)’,
https://qzss.go.jp/en/overview/services/sv01_what.html.

4. Global Positioning System
LEREVEE S

Quasi-Zenith Satellite System (QZSS), ‘[Report] Deliberations on QZSS at the 7th Session of the IMO's
NCSR’, 5 March 2020,
https://qzss.go.jp/en/events/imo_200305.html.
6. International Maritime Organization
7. Worldwide Radio Navigation System
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1. Strategic Headquarters for National Space Policy
2. Space Operations Squadron
3. Space Situational Awareness System
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National Center of Incident Readiness and Strategy for Cybersecurity, Cybersecurity Strategy, 27 July 2018.
5. Cybersecurity Policy for Critical Infrastructure Protection
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National Center of Incident Readiness and Strategy for Cybersecurity, ‘Summary of Cybersecurity Policy
for CIP (4th Edition)’, 25 July 2018,
https://www.nisc.go.jp/eng/pdf/cs_policy_cip_eng_v4_summary.pdf.
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Mihoko Matsubara, ‘A Glimpse into Private Sector Security in Japan’, Lawfare, 26 June 2018,
https://www.lawfareblog.com/glimpse-private-sector-cybersecurity-japan
3. Government Security Operation Coordination Team
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National Center of Incident Readiness and Strategy for Cybersecurity, ‘The Guidance on Operations of
Information Security Measures of Government Agencies and Related Agencies’, 31 August 2016, Revised
25 July 2018,
https://www.nisc.go.jp/eng/pdf/shishin30-en.pdf.
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Information Technology Promotion Agency, ‘Fact-finding survey on corporate CISOs and promotion of
security measures’, 25 March 2020,
https://www.ipa.go.jp/security/fy2019/reports/2019DL_index.html.
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1. Ministry of Economy, Trade, and Industry
2. Information-Technology Promotion Agency
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‘Cybersecurity Management Guidelines Revised’, press release, 16 November 2017,
https://www.meti.go.jp/english/press/2017/1116 _001.html.
4. National Institute of Standards and Technology
5. Common Standards on Information Security Measures for Government Agencies and Related Agencies
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International Telecommunication Union, ‘Global Cybersecuritylndex 2018, p. 62,
https://www.itu.int/dms_pub/itu-d/opb/str/D-STR-GCI.01-2018-PDF-E.pdf
7. Cyber Defense Council
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ScanNetSecurity, 12 November 2019,
https://scan.netsecurity.ne.jp/article/2019/11/12/43217.html.
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https://www.mod.go.jp/e/jdf/sp/no44/sp_activities.html#article03.
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UN Office for Disarmament Affairs, ‘Developments in the field of information and telecommunications
in the context of international security’,
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Telecommunications in the Context of International Security, 22 July 2015,
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‘Asean cybersecurity centre opens in Bangkok’, Bangkok Post, 14 September 2018,
https://www.bangkokpost.com/world/1540082/southeast-asian-cyber-security-centre-opens
-in-thailand
4. Partnership for Peace
5. Cooperative Cyber Defense Center of Excellence
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1. Japan-US Cyber Dialogue
2. Japan-US Policy Cooperation Dialogue on the Internet Economy
3. Cyber Defense Policy Working Group
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5. Asia-Pacific Computer Emergency Response Team
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Asia Pacific Computer Emergency Response Team, ‘TSUBAME Working Group’,
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1. Public Sector Cyber Security Framework
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National Cyber Security Agency, ‘RAKKSSA: Rangka Kerja Keselamatan Siber Sektor Awam’, April 2016,
https://www.nacsa.gov.my/doc/RAKKSSA-VERSI-1-APRIL-2016-BM.pdf.
3. Ministry of Defense
4. Malaysian Armed Forces
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‘Dasar Keselamatan Teknologi Maklumat Dan Komunikasi (DKICT)’, January 2017,
http://www.stride.gov.my/v2/images/contents/DKICT-MINDEF_VER-5_1-JAN-2017.pdf.
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October 2020,

https://asset.mkn.gov.my/web/wp-content/uploads/sites/3/2019/08/Malaysia  CyberSecurityStrategy
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2. National Defense Policy of 2010
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‘Malaysia’s National Defense Policy’, 2010, pp. 12-13, https://web.archive.org/web/20181024164353/
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4. National Security Council
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‘National Security Council: Govt to set up special task force to identify cyber security issues’, Malay Mail,
17 December 2020,
https://www.malaymail.com/news/malaysia/2020/12/17/nationalsecurity-council-govt-to-set-up
-special-task-force-to-identifycyb/1932893.
2. National Cyber Security Agency
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National Security Council, Prime Minister’s Department, ‘Frequently Asked Questions’,
https://www.nacsa.gov.my/fag.php.
4. Attorney General's Chambers
5. Chief Government Security Officer
6. Cybersecurity Malaysia
7. Ministry of Communications and Multimedia
8. Ministry of Domestic Trade and Consumer Affairs
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Cyber Security - Towards a Safe and Secure Cyber Environment (Kuala Lumpur: Academy of Sciences
Malaysia, 2018), pp. 30-3,
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10. Cyber Defense Operations Centre
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1. Prime Minister's Department

1 0gd oy Y
National Security Council, ‘Directive No. 20, Policy and Mechanism of National Disaster Management
and Relief’,
https://www.adrc.asia/management/MYS/Directives_National_ Security_Council.html.
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Maijlis Keselamatan Negara, ‘Sejarah’, 20 January 2019,
https:// www.mkn.gov.my/web/ms/sejarah-mkn
4. National Intelligence Committee
5. National Intelligence Division
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Philip H. J. Davis, ‘All in Good Faith? Proximity, Politicization, and Malaysia’s External Intelligence
Organization’, International Journal of Intelligence and Counterintelligence, vol. 32, no. 4, May 2019,
pp. 691-716,

https://www.tandfonline.com/doi/abs/10.10 80/08850607.2019.1621105.

7. Special Branch

8. Royal Malaysia Police

9. Malaysian External Intelligence Organization

10. Defense Staff Intelligence Division

11. Royal Signals Regiment (Malay: Regimen Semboyan Diraja)

12. Royal Intelligence Corps
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1. US Defense Intelligence Agency

EERT VY S
Marhalim Abas, ‘Restructuring of the Signals Regiment’, Malaysian Defense, 19 November 2019,
https://www. malaysiandefence.com/restructuring-of-the-signals-regiment.
3. Research Department of the Prime Minister
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‘Malaysia’s digital economy now contributes one fifth to GDP’, Consultancy.asia, 7 July 2020,
https://www.consultancy.asia/news/3370/malaysias-digital-economy-now-contributes-onefifth
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World Bank Group, ‘Malaysia’s Digital Economy: A New Driver of Development’, September 2018,
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1. Malaysia Digital Economy Corporation
0 0940 £92)

Malaysia Digital Economy Corporation, ‘Who We Are’,
https:// mdec.my/about-mdec/who-we-are.
2. Multimedia Super Corridor
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Malaysia Digital Economy Corporation, ‘What We Offer’,
https://mdec.my/what-we-offer/msc-malaysia.
4. Silicon Valley
5. National eCommerce Roadmap
6. National Big Data Analytics Ecosystem
7. Digital Free Trade Zone
8. National loT Framework
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Malaysia Digital Economy Corporation, ‘A Nation’s Commitment to the Digital Economy’,
https://mdec.my/ about-malaysia/government-policies.
10. National Al Framework
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‘MCMC: 43.38 million Broadband Subscription in Malaysia, 82.2% 4G LTE Coverage’, Malaysian Wireless,
18 May 2020,
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B.K. Sidhu, ‘Going beyond fibre for internet throughout Malaysia’, Star, 28 January 2019,

https://www.thestar.com. my/business/business-news/2019/01/28/going-beyondfibre.
2. National Ferberization and Connectivity Plan
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Malaysian Communications and Multimedia Commission, ‘National Ferberization and Connectivity Plan’,
https://www. nfcp.my/Nfcp/media/Docs/NFCP-FS002-v5c.pdf.
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the-lead-in-digital-future.
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4. Telekom Malaysia Berhad
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Tenaga Nasional, ‘Corporate Profile’,
https://www.tnb.com. my/about-tnb/corporate-profile.
1090 £92y F
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7. Celcom Axiata, Digi and Maxis

100 92y WA
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Caleb Henry, ‘Measat buying single replacement for two satellites’, SpaceNews, 6 May 2019,
https://spacenews.com/ measat-buying-single-replacement-for-two-satellites.
3. Computer Crime Act
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Computer Crimes Act 1997, Laws of Malaysia, Act 563,
http://www.agc.gov.my/agcportal/uploads/files/Publications/LOM/ EN/Act%20563.pdf.
5. Global Cybersecurity Agenda
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International Telecommunication Union, ‘Global Cybersecurity Agenda’,
https://www.itu.int/en/action/ cybersecurity/Pages/gca.aspx.
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1. Communications and Multimedia Commission
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Communications and Multimedia Act 1998', Commonwealth Legal Information Institute,
http://www.commonlii.org/my/ legis/consol_act/cama1998289.
2. Personal Data Protection Act
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Personal Data Protection Act 2010, Laws of Malaysia, Act 709,
http://www.agc.gov.my/agcportal/uploads/files/Publications/LOM/EN/Act%20709%2014%206 %20
2016.pdf.

4. National Cyber Coordination and Command Centre
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National Cyber Coordination and Command Centre, ‘About Us’,
http://www.nc4.gov.my/about_us.
6. National Cyber Crisis Management Committee
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National Cyber Coordination and Command Centre, ‘About Us'.
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International Telecommunication Union, ‘Global Cybersecurity Index 2018’, p. 38,
https://www.itu.int/dms_pub/itu-d/opb/str/ D-STR-GCI.01-2018-PDF-E.pdf.

9. Coordinated Malware Eradication and Remediation Project

10. ITU’s 2018 Global Cybersecurity Index
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International Telecommunication Union, ‘Global Cybersecurity Index 2018’, p. 38.
2. Cyber Intelligence
3. International Islamic University Malaysia
4. Cyberrange
) ‘ . ) 130980 £92) O
Cyber Intelligence, ‘Cyber Intelligence (CI)’,
https://www. cybersecurityintelligence.com/cyber-intelligence-ci-4798.html.
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CyberSecurity Malaysia, ‘Milestones’,
https://www.cybersecurity.my/en/about_us/milestones/main/detail/2325/ index.html.
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Chew Kherk Ying, ‘Cyber Security 2020, Malaysia’, Chambers and Partners, 16 March 2020,

https:// practiceguides.chambers.com/practice-guides/ cybersecurity-2020/malaysia.
2. 2020 Cyber Security Strategy

EERTEWETY Ty
National Security Council, Prime Minister's Department, ‘Malaysia Cyber Security Strategy 2020-2024,
pp.30-9.
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International Telecommunication Union, ‘Global Cybersecurity Index 2018’, p. 58.
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Azian Ibrahim et al., ‘Cyber Warfare Impact to National Security - Malaysia Experiences’, paper presented
to FGIC 2nd Conference on Governance and Integrity 2019, Yayasan Pahang, Kuantan, Pahang, Malaysia,
19-20 August 2019, p. 222,
https://knepublishing.com/index.php/KnE-Social/article/ download/5052/10067.
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1. Organization of Islamic Cooperation’s Computer Emergency Response Team
2. Asia-Pacific CERT
3. Embedded Systems
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‘Malaysia’s cybersecurity, forensic labs among most advanced in the world’, Sun Daily, 27 May 2019,
https://www.thesundaily.my/local/malaysia-s-cybersecurity-forensic-labs-among-mostadvanced
-in-the-world-KM916936.
5. Forum of Incident Response and Security Teams
6. Internet Corporation for Assigned Names and Numbers (ICANN)
7. ASEAN Telecommunications and Information Technology Ministers’ Meeting
8. Asia-Pacific Telecommunity
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Cyber Security - Towards a Safe and Secure Cyber Environment, p. 53.
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1. ASEAN Regional Forum
2. ARF Inter-Sessional Meeting on the Security and Use of Information and Communications Technology
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Association of Southeast Asian Nations, ‘Co-Chairs’ Summary Report - 1st ASEAN Regional Forum Inter-
Sessional Meeting on Security of and in the Use of Information and Communication Technologies’, Kuala
Lumpur, 25-26 April 2018, p. 2,
http:// aseanregionalforum.asean.org/wp-content/uploads/2019/01/ ANNEX-12.pdf.
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UN Office for Disarmament Affairs, ‘Developments in the field of information and telecommunications
in the context of international security’,
https://www.un.org/disarmament/ict-security.
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United Nations General Assembly, ‘Group of Governmental Experts on Developments in the Field of
Information and Telecommunications in the Context of International Security’, A/70/174, 22 July 2015,
https://www.un.org/ga/search/view_doc.asp?symbol=A/70/174.
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1. Communist Party of Vietnam
2. Advanced Persistent Threat (APT32)
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1. Approving the National Planning on Development of Digital Information Security

1 0gd oz Y
Prime Minister’s Decision No. 63/QD-TTg, ‘Approving the National Planning on Development of Digital
Information Security through 2020’, 2010,
https://vanbanphapluat.co/decision-no-63-qd-ttg-approving-the-national ~ planning-ondevelopment-
of-digital-information-security-through-2020.
3. Ministry of Information and Communications
4. Ministry of Public Security
5. Government Cipher Committee
6. Ministry of Industry
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1. Network Information Security Plan
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Prime Minister, ‘Phé Duyét Phuong Hudng, Muc Tiéu, NhiémVu Bao Dam An Toan Thong Tin Mang Giai
Doan 2016-2020’, 27 May 2016,
https://thuvienphapluat.vn/van-ban/Cong-nghe-thongtin/Quyet-dinh-898-QD-TTg  phuong-huong-muc
-tieu-nhiem-vubao-dam-an-toan-thong-tin-mang-2016-2020-313149.aspx.
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4. Law on Network Information Security

¥o¥



[ R
Glxde 9 18 sbaduiz 1 g3l (ol ol S,a5 dzSI il g gudge (0l 4o 4B
Lol iogs byl g coleMbl (5)5L8 (sladsloluw d jloayué uwyiiws 5l (5 Sole cago
G ol salgione y Ui g jgilus a5 slo o 0l Gindgyd T lgtene
|y (syolw sliasd jo el edolie JyiS (958 ¢l .cwl cdgo ol el
255145 (2o b g elitng slaoles Slelbl culed dgSya o comilo 50 (5)940 525
a0 FPBRE ) 29l Cigausa lo il Sl g oo
ko il 5l e blas i Logual YolA (565 50 4S T (g olw ciial (49518
31284694 995 3500 (1 00la) (nlus sl )0 Hanl g elaiz] e (ppeudi g
30 looyiwS cayyles Lol Vo1 (39318 LSy (19318 (1ol .09 5 wliws Yo\ (39518
6l W5 3655 (1538 ol A sole jo i Jlie pilgicds .09 Jgud o8 (slalgize 3yg-0
£ grao TS| (W] (sl HLSGly Byl )b i yond L (edgo L eaalliney
pliing yo Jled (25 g LSl slacuSyd dos sl lasols jlws0gs 09200 plel
0ass |y Ol oy oSy i dS g0 Yol A (19518 (slavddlge ¢yayiSOlp s 5l S0
L3S0 (B 097 (s5ize cuSIle Bodo 5 5)leS (Slayo

105l o2y
National Assembly, ‘Ludt an toan thong tin mang’, 86/2015/QH13, 19 November 2015. For an official
translation,
https://vanbanphapluat.co/law-no-86-2015-gh13-on-cyberinformationsecurity-2015.
2. Cyber Security Law
EERTEWETY Ty
National Assembly, ‘Ludt An Ninh Mang’, 24/2018/QH14,12 June 2018,
https://luatvietnam.vn/an-ninh-quoc-gia/luat-an-ninh-mang-2018-164904-d1.html.
S s line aleise ) S yo ) - el - oaundSSl dasys
https://data.allens.com.au/pubs/pdf/priv/cupriv22jun18.pdf.
1054 g9y L
Thomas ). Treutler and Giang Thi Huong Tran, ‘Update on the Implementation of Vietnam’s New
Cybersecurity Law and Status of Implementing Decrees’, Tilleke & Gibbins, 18 December 2019,
https://www.lexology.com/library/detail.aspx?g=8833627c-e189-4d60-a472-6ee742cc38fd.
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1. National Defense Law
National Assembly, ‘Luat Quéc Phong’, 22/2018/QH14, 8 June 2018,
https:/thuvienphapluat.vn/van-ban/bo-may-hanhchinh/ Luat-quoc-phong-340395.aspx.
3. All-People National Defense

4. Politburo
5. Strategy for the Homeland Protection in Cyberspace
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Politburo Resolution 29NQ/TW dated 25 July 2018. VuVan Hien, ‘Enhancing the homeland protection
under the Party’s platform’, National Defense Journal, 10 November 2020,
http://tapchigptd.vn/en/theory-and-practice/enhancingthe-homeland-protection-under-the-partys
-platform/16265. html;

Ngo Xuan Lich, ‘The whole military resolves to successfully fulfil the military-defense tasks in 2019,
National Defense Journal, 4 January 2019,
http://tapchigptd.vn/en/theoryand-practice/the-whole-military-resolves-to-successfullyfulfil
-the-militarydefence-tasks-in-2019/13088.html.
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Ngoc Thuy Tran, ‘Nhitng Van D& v& Bdo vé Td Qubc Trén Khdng Gian Mang’, Quan khu 7, 3 October 2019,
https://baoquankhu7.vn/nhung-van-de-ve-bao-ve-to-quoc-trenkhong-gian-mang--191939649-
0015044534010gs.
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Ministry of National Defense, ‘2019 Viet Nam National Defense’, October 2019, p. 52, P OF €S
http://news.chinhphu.vn/Uploaded_VGP/phamvanthua/20191220/2019VietnamNationa IDefence.pdf.
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1. Central Military Commission
2. Propaganda Department
3. Ministry of National Defense
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National Assembly, ‘Ludt An Ninh Mang’, 24/2018/QH14.
5. Vietnam Computer Emergency Response Team.
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‘VNCTERT/CC Trung tdm Ung cttu khan cap khong gianmang Viét Nam’,
http://vncert.gov.vn.
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Ministry of Information and Communications, ‘Cybersecurity Emergency Response Center established’,
14 October 2019,
https://english.mic.gov.vn/Pages/TinTuc/139865/Cybersecurity-Emergency-Response-Center
established.html.
2. Authority of Information Security
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Ministry of Information and Communications, ‘Authority of Information Security’, 19 July 2020,
https://english.mic.gov.vn/pages/thongtin/114301/Authority-of-Information-Security.html.
4. National Electronic Authentication Centre
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Ministry of Information and Communications, ‘The National Electronic Authentication Centre’, 19 July
2020,
https://english. mic.gov.vn/pages/thongtin/114304/NEAC.html.
6. Cyber Security and High-tech Crime Prevention
7. Information Security and Communications
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‘Cha dong, quyét liét trong phong, chdng téi pham trén khéng gian mang’, Thua Thien Hue Provincial
Party Committee, 21 January 2020,

https://tinhuytthue.vn/tin-tuc-trong-nuoc/kh-cn/chu-dongquyet-liet-trong-ph-ograve ngchong-toi
-pham-trecirc-n-kh-ocirc-ng-gian-mang.htm.
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‘Cuc An ninh Van hoa, thong tin, truyén thdng bdo cong dang Bac', Tien Phong, 5 May 2018,
https://www.tienphong. vn/xa-hoi/cuc-an-ninh-van-hoa-thong-tin-truyen-thong-baocong-dang-bac
-1269610.tpo.
3. Cyber Command
4. Government Cryptographic Agency
5. Information Technology Department
6. Chief of the General Staff
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Ministry of National Defense, ‘2019 Viet Nam National Defense’.
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1. Vietnamese People’s Army
2. Force 47
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Hon 10.000 ngudi trong ‘Luc lwong 47' ddu tranh trén mang’, Tudi Tré, 25 December 2017,
https://tuoitre.vn/hon-10-000-nguoi-trong-luc-luong-47-dau-tranh-trenmang-20171225150602912.htm.
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Maj. Gen., Associate Prof. Nguyen Hung Oanh, ‘The Political Officer College grasps and executes the
Politburo’s Resolution 35, National Defense Journal, 16 October 2019,
http://tapchigptd.vn/en/research-and discussion/thepolitical-officer-college-grasps-and-executes-the-
politburosresolution-35/14514.html.
5. General Department of Intelligence
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1. General Department of Security
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Carlyle A. Thayer, ‘The Apparatus of Authoritarian Rule in Vietnam’, Critical Studies of the Asia Pacific
Series, vol. 31, no. 2, 2014, pp. 279-83,
https://link.springer.com/chapter/10.1057/9781137347534 _7#aboutcontent.
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Hai Thanh Luong et al., ‘Understanding Cybercrimes in Vietnam: From Leading-Point Provisions to
Legislative System and Law Enforcement’, International Journal of Cyber Criminology,vol. 13, no. 2,2019,
https://www.cybercrimejournal.com/LuongetalVol13Issue2l)CC2019.pdf.
4. Government Security Program
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‘VN to join Microsoft's network security protection programme’, Viét Nam News, 20 December 2019,
https://vietnamnews.vn/society/570139/vn-to-join-microsofts-network-securityprotection
-programme.html.
6. General Department of Military Intelligence
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1. National Cyber Security Monitoring Centre
2. Cyber Security Control Centers
\ . i 0 0940 £ 92
Le Linh, X3y dung trung tdm diéu hanh an ninh mang dau tién ca nudc’, Dién Dan, 17 May 2019,
https://enternews.vn/xay-dung-trung-tam-dieu-hanh-an-ninh-mang-dau-tien-canuoc-150441.html.
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Nick Carr, ‘Cyber Espionage is Alive and Well: APT32 and the Threat to Global Corporations’, FireEye,
14 May 2017,
https://www.fireeye.com/blog/threatresearch/2017/05/cyber-espionage-apt32.html.
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Tran Luu, ‘Vietnam determines to develop digital economy’, Saigon Online, 4 February 2020,
https://sggpnews.org.vn/science_technology/vietnam-determines-to-develop-digitaleconomy
-85491.html.
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Bui Thanh Truan, ‘Difficulties and challenges in the development of digital economy in Vietnam’, Political
Theory, 25 August 2020,
http://lyluanchinhtri.vn/home/en/index.php/practice/item/723-difficulties-and-challenges
-in-the-development-of-digitaleconomy-in-vietnam.html.
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Chinese Academy of Information and Communications Technology, ‘Quangiu shuzi jingji Xin tujing
(2019 niadn)’, October 2019, p. 12,
http://www.caict.ac.cn/kxyj/qwfb/bps/201910/P020191011314794846790.pdf.
3. National Digital Transformation Program
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Prime Minister, ‘Introducing Program for National Digital Transformation by 2025 with Orientations
Towards 2030, Decision 749/QD-TTg, 3 June 2020,
https://vanbanphapluat.co/decision-749-qd-ttg-2020-introducing program-for-nationaldigital-
transformation.
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Samaya Dharmaraj, ‘Vietnam Committed to Supporting its Digital Economy with E-government’,
OpenGov Asia, 28 November 2019,
https://www.opengovasia.com/vietnamcommitted-to-supporting-its-digital-economy-with-e- gov-
ernment.
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Ministry of Information and Communications, ‘VN's IT industry maintains growth momentum’, 25
December 2019,
https://english.mic.gov.vn/Pages/TinTuc/140438/VN-s-ITindustry-maintains-growth-momentum.html.
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George Ingram, ‘Development in Southeast Asia: Opportunities for donor collaboration’, Brookings
Center for Sustainable Development, December 2020, pp. 31-2,
https://www.brookings.edu/wpcontent/uploads/2020/12/Development-Southeast-Asia-Ch2-Digital.pdf.
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Simon Kemp, ‘Digital 2020: Vietnam’, DataReportal, 18 February 2020,
https://datareportal.com/reports/digital-2020-vietnam. )
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‘How can Vietnam's e-commerce players foster greater market growth?’, Tech Wire Asia, 3 February 2020,
https://techwireasia.com/2020/02/how-can-vietnams-e-commerce-players-fostergreater-market
-growth.
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‘Cashless payment remains low in Vietnam: CIEM’, VietnamPlus, 24 June 2019,
https://en.vietnamplus.vn/cashlesspayment-remains-low-in-vietnam-ciem/154911.vnp.
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Gleb Chuvpilo, ‘Al Research Rankings 2020: Can the United States Stay Ahead of China?’, 21 December 2020,
https://chuvpilo.medium.com/ai-research-rankings-2020-can-theunited-states-stay-ahead-of-chi-
na-61cf14b1216.
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2. Google DeepMind
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‘Who We Are - The First Al Research Lab in Vietnam with a Focus on Fundamental Research’, VinAl Research,
https://www.vinai.io/about-us.
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‘Vietnam Prioritises Artificial Intelligence Development’, Star, 9 September 2019,
https://www.thestar.com.my/business/smebiz/2019/09/09/vietnam-prioritises-artificialintelligence
-development.
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‘Vietnam strives to enter world's Top 50 in terms of Al by 2030’, VietnamPlus, 28 January 2021,
https://en.vietnamplus.vn/vietnam-strives-to-enter-worlds-top-50-in-terms-ofai-by-2030/195485.vnp.
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‘Viét Nam nho My kiém dinh thiét bi 5G do Viét Nam san xuatdé c6 du kha nang vao thi truong My,
ICT News, 21January 2020,
https://ictnews.vietnamnet.vn/cuoc-song-so/viet-namnho-my-kiem-dinh-thiet-bi-5g-do-viet-
nam-san-xuat-de-codu-kha-nang-vao-thi-truong-my-40145.html.
2. Viettel
3. Asia Direct Cable Project
4. Guangdong
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Ministry of Information and Communications, ‘Viettel among investors of new high-speed under-
sea cable ADC', 22 June 2020,
https://english.mic.gov.vn/Pages/TinTuc/142715/Viettel-amonginvestors-of-new-high-speed- un-
der-sea-cable-ADC.html.
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Leo Kelion, ‘Gidi chuyén gia ngac nhién trudc tuyén bo cla Viettel vé mang 5G’, BBC News Vietnamese,
21)anuary 2020,
https://www.bbc.com/vietnamese/vietnam-51190570.
7. Vietnam Posts and Telecommunications Group
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‘Vietnamese telecom giants on race of exporting telecom equipments’, Xinhua, 24 February 2017,
http://www.xinhuanet.com//english/2017-02/24/c_136082932.htm.
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Union of Concerned Scientists, ‘UCS Satellite Database’, updated 1)anuary 2021,
https://www.ucsusa.org/resources/satellite-database.
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1. Vietnam National Space Centre
2. Space Technology Institute
3. Vietnam Academy of Science and Technology
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‘Vietnam's MicroDragon Earth Observation Satellite Successfully Launched From Japan’, SpaceWatch
Asia Pacific, January 2019,
https://spacewatch.global/2019/01/vietnamsmicrodragon-earth-observation-satellite- successfully-
launched-from-japan.
5. National Remote Sensing Department
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Nandini Sarma, ‘Southeast Asian Space Programs: Capabilities, challenges and collaborations’, Observer
Research Foundation, 7March 2019,
https://www.orfonline.org/research/southeast-asian-space-programmes-capabilitieschallenges -col-
laborations-48799/#_ednref12.
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M. Anh, ‘Viét Nam |3 qudc gia cd ty 1& nhiém ma déc téngtién cao nhat khu virc’, Doanh nhan, 24 June 2020,
https://doanhnhansaigon.vn/it/viet-nam-la-quoc-gia-co-ty-le-nhiemma-doc-tong-tien-cao-nhat-
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