
Iran's 
cybersecurity 
threatscape  
for 2021-2024

ptsecurity.com
Москва

2024



2Iran's cybersecurity threatscape for 2021-2024Positive Technologies

Content
About this report  3

Overview of Iran's cybersecurity threatscape 3

Cyberattacks on organizations 10

Cybersecurity threatscape for organizations 10

Conclusions on the cybersecurity threatscape for organizations 20

Cyberattacks on private individuals in Iran  25

Cybersecurity threatscape for private individuals 25

Conclusions on the cybersecurity threatscape for individuals 30

Tactics and techniques of APT and hacktivist groups operating 

in Iran, mapped to the MITRE ATT&CK Enterprise Matrix 31

APT groups' arsenal 31

Gaining initial access 32

Gaining persistence in the target infrastructure 32

Infrastructure exploration 32

Collecting valuable information 33

Evasion techniques 33

Recommendations for government and business organizations 34

Recommendations for individuals 35



3Iran's cybersecurity threatscape for 2021-2024Positive Technologies

Iran's rapid digital transformation, aimed at ensuring the nation's digital sovereignty, is happening against 
a backdrop of sustained global cyberthreats, the need for substituting imported digital platforms and 
services, and efforts to create functional hardware and software solutions to ensure the cyber-resilience 
of the infrastructure.

The Iranian state is implementing measures to ensure that the entire information infrastructure remains 
cyber-resilient, regardless of where the threats originate. These measures are comprehensive in nature, 
allowing Iran to implement a sovereign information policy that leverages the national information network, 
digitalize its public services, and develop its own national digital platforms and services. On this journey, 
Iran benefits from its own unique experience and close ties with friendly nations. 

This report examines the cybersecurity posture of Iran, considering the country's unique geopolitical 
circumstances and, to some extent, comparing it to other Middle Eastern nations.

The following are the objectives of this report:

 � Assess the cybersecurity threatscape for 2021–H1 2024.

 � Highlight the region's distinctive cyberthreat trends.

 � Provide recommendations for improving cybersecurity for governments, businesses, and individuals.

This report contains data on current information security threats in Iran, drawing on insights from Positive 
Technologies, dark web intelligence, and trusted third-party sources. 

The study seeks to engage Iranian organizations and individuals with an interest in the current state 
of cybersecurity by highlighting the latest cyberattack tactics and motives. It also aims to identify key 
trends in the changing cybersecurity threatscape.

This report treats each mass attack, such as a phishing campaign, as one incident rather than several. 
The terms used in this report are explained in the Positive Technologies glossary.

Overview of Iran's 
cybersecurity threatscape
The state is forced to operate on three cyberfronts simultaneously: countering cyberattacks from foreign 
state-sponsored APT groups, neutralizing hacktivist activities aimed at destabilizing the domestic 
situation, and combating financially motivated cybercriminals.

APT groups consist of highly skilled hackers who carry out multi-stage, meticulously planned cyberattacks 
targeting specific companies, industries, or groups of industries. Their goal is to obtain confidential 
information relevant to the political, economic, or military sectors, and to damage the critical infrastructure 
in certain countries. APT groups primarily target organizations, though occasionally certain categories 
of individuals are also attacked. They combine social engineering methods with an extensive arsenal 
of malware. The predominant form of attack is cyberespionage. APT groups such as APT15, Bahamut, 
Molerats, and Desert Falcons operated in the region during the period of 2021–H1 2024.

About this report 

https://www.ptsecurity.com/ww-en/analytics/glossary/en/a/
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APT15 (known variously as Playful Taurus, BackdoorDiplomacy, Vixen Panda, KeChang, NICKEL) is believed 
to be Chinese in origin. Its key targets include government organizations, embassies, and sectors of the 
economy in various countries. APT15 is known to have first targeted Iran in early 2023 with a cyber-
espionage campaign against the Iranian government conducted between July and December 2022.

The Bahamut APT group operates mainly in South Asia and the Middle East, where it provides attack-for-
hire services, among other things. The group specializes in cyber-espionage, employing fake applications 
and spear-phishing campaigns to achieve its goals. Parts of the group's arsenal have been developed 
in-house. The group also contributes to malicious apps for Android and iOS devices, spreading the 
malware through Google Play and the App Store.

The APT groups Molerats (known variously as Gaza Hackers, TA402, and Extreme Jackal) and Desert 
Falcons (APT-C-23) frequently target the government, military, media, and energy sector. Desert 
Falcons' activities also impact the transportation industry and scientific and educational organizations, 
while Molerats focus on the manufacturing sector. Some researchers consider Desert Falcons a group 
of cyber-mercenaries conducting cyber-espionage campaigns in the Middle East. Researchers say that 
Molerats' cyberattacks often exploit geopolitical and military themes to lure users into opening Microsoft 
Office attachments or clicking malicious links. Both groups possess their own malware arsenals while 
also using popular remote access tools.

According to publicly available sources, some of the hacktivist groups operating in Iran are Black Reward, 
Tapandegan, Edalat-e Ali, GhostSec, Ghyamsarnegouni, Gonjeshke Darande, and WeRedEvils. 

When analyzing the cybersecurity threatscape, we looked at two combined periods: from 2021 to 2022 
and from 2023 to the first half of 2024. The trends in successful cyberattacks show that attackers targeted 
organizations more frequently (71% in both periods) than individuals (29% in both periods).

Dark web data also reveals a clear bias towards cyberattacks on organizations: 94% of advertisements 
in 2023–2024 targeted organizations, while only 6% were directed at individuals. This is likely because 
the motivation behind many dark web listings is financial gain, while organizations are more likely to pay 
up to recover their operational assets.

Malware remains the primary method of executing cyberattacks against both organizations and indi-
viduals across the Middle East. 

https://attack.mitre.org/groups/G0004/
https://www.microsoft.com/en-us/security/blog/2021/12/06/nickel-targeting-government-organizations-across-latin-america-and-europe/
https://www.infosecurity-magazine.com/news/chinese-apt-group-vixen-panda/
https://www.infosecurity-magazine.com/news/chinese-apt-group-vixen-panda/
https://www.blackberry.com/us/en/forms/enterprise/bahamut-report
https://www.blackberry.com/us/en/forms/enterprise/bahamut-report
https://www.cyfirma.com/research/apt-bahamut-targets-individuals-with-android-malware-using-spear-messaging/
https://attack.mitre.org/groups/G0021/
https://attack.mitre.org/groups/G1028/
https://attack.mitre.org/groups/G1028/
https://apt.etda.or.th/cgi-bin/showcard.cgi?g=Desert%20Falcons
https://apt.etda.or.th/cgi-bin/showcard.cgi?u=6a9903bb-0925-4715-83cf-f058c03a003b
https://apt.securelist.com/apt/desert-falcons
https://thehackernews.com/2022/01/molerats-hackers-hiding-new-espionage.html
https://global.ptsecurity.com/analytics/how-apt-groups-operate-in-the-middle-east
https://www.iranintl.com/en/202210225387
https://www.iranintl.com/en/202203146632
https://malpedia.caad.fkie.fraunhofer.de/actor/edalat-e_ali
https://malpedia.caad.fkie.fraunhofer.de/actor/ghostsec
https://www.eureporter.co/world/iran/2024/02/24/iranian-hacktivists-access-sensitive-government-systems-encourage-election-boycott/
https://malpedia.caad.fkie.fraunhofer.de/actor/predatory_sparrow
https://malpedia.caad.fkie.fraunhofer.de/actor/weredevils
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Figure 1. Cyberattacks in the Middle East by method, H2 2022–H1 2023 and H2 2023–H1 2024

Over the past year, there has been an increase in the percentage of social engineering attacks 
(by 29 percentage points) and vulnerability exploitation (by 8 percentage points). 

The decline in DDoS attacks is likely due to the rise in cybercrime and financially motivated hacktivism. 
Stealing or encrypting data is profitable, unlike knocking a website or infrastructure component offline. 

Figure 2. Screenshot of a dark web listing with the results of the DDoS attack on one of Iranian 
IT innovation park

In 2023–H1 2024, a slight increase in the use of legitimate software in cyberattacks in Iran was observed. 
For example, in 2023, attackers infected a 20SpeedVPN installer with the EyeSpy malware, which 
itself included components from SecondEye, a legitimate parental control and monitoring app. In the 
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https://social.cyware.com/news/eyespy-spyware-targets-iranian-vpn-users-0d8a598d


6Iran's cybersecurity threatscape for 2021-2024Positive Technologies

same year, the Iranian hacktivist group Black Reward hacked the financial app 780 App, normally used 
for digital transactions, to send out anti-government messages.

Spyware was the prevalent type of malware in Iran throughout the observation period, increasing 
by 19% between 2023 and 2024 compared to 2021–2022. Banking trojans also saw an increase, reach-
ing 20%.

Figure 3. Cyberattacks on organizations and individuals by malware category  

In 2024, threat intelligence researchers at the PT Expert Security Center identified Dridex banking trojan 
activity as part of their threat intelligence, this malware is capable of hiding its presence on infected 
devices. These devices are integrated into a modular botnet, where malicious features can be added via 
modules or libraries. Dridex can inject code without triggering suspicious API calls to evade monitoring 
systems. The malware is distributed in archived format through Discord's CDN. Two files are extracted 
from the archive, one of which is the legitimate Oleview.exe, while the other is a DLL containing malware. 
The DLL is designed to be injected into the legitimate executable's process. The malicious DLL uses 
the LoadLibrary function to load two programs with hard-coded names, self.exe and testapp.exe, while 
it is running. 

A region-specific feature is the use of wipers by attackers. Wipers delete user and system files, which can 
make hardware inoperable. The greatest danger arises when a wiper infects ICS devices and industrial 
systems equipped with IoT devices. Over the past year, the share of wiper use throughout the Middle East 
has increased from 3% to 8%, so it is expected that attackers in Iran are also use them in cyberattacks. 

In February 2024, the hacker group GhostSec posted on the dark web claiming responsibility for a cyber-
attack on an Iranian steel foundry. The attackers claimed to have stolen 100 IoT device metrics and 
deleted all the data from the control panels. The nature of this cyberattack, provided it indeed occurred, 
suggests both exploitation of vulnerabilities in IoT devices and the use of a wiper.

Spyware
41%

60%

Banking trojans 20%

Adware 10%

14%
10%

Remote access trojans (RATs)

45%Other

2021–2022 2023–2024© Positive Technologies

https://cyberscoop.com/iranian-hacking-group-hacked-app/
https://global.ptsecurity.com/analytics/pt-esc-threat-intelligence
https://global.ptsecurity.com/analytics/cybersecurity-threatscape-in-the-middle-east-2022-2023
https://thehackernews.com/2023/04/arid-viper-hacking-group-using-upgraded.html
https://www.securitylab.ru/news/tags/%D0%B2%D0%B0%D0%B9%D0%BF%D0%B5%D1%80/
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Figure 4. Screenshot of a Telegram post regarding a cyberattack on Iranian steel foundry

The increased cybercriminal activity in the region has been characterized by a rise in ransomware 
attacks. Victims have included a manufacturing company, an online university, and a digital currency 
exchange platform.

Figure 5. Screenshot of a dark web listing offering ransomware to target an online university

Despite a 15% drop in 2023–2024, hacktivist cyberattacks dominated in Iran in both periods under review. 
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Figure 6. Cyberattacks in Iran by actor type, 2021–2022 and 2023–H1 2024

Hacktivists operating in Iran primarily target government organizations: 42% and 40% of hacktivist cyber-
attacks were aimed at state institutions during the respective periods. The predominant methods include 
DDoS attacks on websites and defaces. Hacktivists typically use the dark web to post announcements. 
According to Positive Technologies insights that draw from an analysis of dark web platforms, the majority 
of dark web announcements in Iran come from the hacktivist group Arvin Club (21%), the group YourA-
nonUKRIR (16%), the financially motivated Ares group, and the hacktivists GhostSec (8% each). Arvin 
Club and YourAnonUKRIR seem to be posting on the dark web as part of a PR campaign to demonstrate 
their cyber-capabilities. GhostSec, which has been running double-extortion ransomware attacks using 
its own ransomware-as-a-service model, is tapping the dark web for financial gain.

Figure 7. Hacktivists and cybercriminals that posted most Iran-related dark web announcements 
in 2023–2024
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https://www.infosecurity-magazine.com/news/hacker-ghostsec-unveils-new/
https://www.uptycs.com/blog/threat-research-report-team/ghostlocker-ransomware-ghostsec
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Arvin Club, which positions itself as an opposition hacktivist group, relies heavily on ransomware. 
In 2021, the group carried out cyberattacks on an Iranian bank and an educational messenger. The group 
frequently posts announcements on the dark web, all these falling in the Ransomware category.

The hacktivist groups Gonjeshke Darande (Predatory Sparrow) and WeRedEvils have similarly displayed 
political motivations. Gonjeshke Darande's cyberattacks targeted industrial facilities (steel plants in Iran 
and a chemical plant), Iran's rail infrastructure, gas stations, and one of Iran's ministries. WeRedEvils has 
conducted multiple cyberattacks on manufacturing and telecommunications infrastructure, including 
hacking into the project management system of Iran's oil infrastructure.

Statistics collected from shadow platforms indicate that during 2023–H1 2024, almost half (47%) of all 
cases saw cybercriminals announce breaches of various organizations. In 24% of cases, they offered 
stolen data (databases and access to organizations' infrastructure) for money, and in 22%, they offered 
these for free.

Figure 8. Dark web posts by type, 2023–2024

The increase in data breaches, from 32% to 70%, in 2023–2024 is linked to the intensified activity 
of cybercriminals looking to monetize stolen data.

Figure 9. Cyberattacks in Iran by consequence, 2021–2022 and 2023–H1 2024

© Positive Technologies
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https://www.cloudsek.com/threatintelligence/ransomware-group-profile-arvin-club
https://www.timesofisrael.com/israel-linked-group-claims-cyberattack-that-shuts-down-70-of-irans-gas-stations/
https://malpedia.caad.fkie.fraunhofer.de/actor/weredevils
https://www.reuters.com/world/middle-east/hackers-breach-iran-rail-network-disrupt-service-2021-07-09/
https://www.reuters.com/world/middle-east/hackers-breach-iran-rail-network-disrupt-service-2021-07-09/
https://therecord.media/iran-cyberattack-gas-stations-israel
https://www.jpost.com/israel-news/article-770599
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Cyberattacks on organizations
Cybersecurity threatscape 
for organizations
Government institutions were the type of organizations most frequently attacked during both periods 
under review. In 2021–2022, they accounted for 33% of cyberattacks, a figure that rose to 35% in 2023–
2024. We have seen a significant increase in cyberattacks on financial institutions. Similarly, there has 
been a rise in attacks on the telecoms sector (up 6%), science and education, and online services (the 
latter two 4% to 6% each).

Figure 10. Cyberthreat trends by target sector, 2021–2022 and 2023–H1 2024

Dark web statistics suggest that manufacturing companies dominate the categories of organizations 
successfully attacked in 2023–2024 with 18%. They were followed by services sector organizations 
(14%), government institutions (12%), and research centers and schools (12%). 

Government
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Figure 11. Cyberthreat targets by category according to dark web data, 2023–H1 2024

The difference in most targeted categories between dark web and public data could be due to dark 
web sellers being primarily motivated by profit. All these categories store large volumes of confidential 
information, which cybercriminals can sell at a profit. In the case of manufacturers, cybercriminals can 
similarly monetize access to infrastructure.

Government institutions 

Cyberattacks on Iranian government institutions during the period under review were mainly carried 
out by hacktivists and APT groups. The main consequences of those attacks were disruptions to core 
operations and data breaches. Among the hacktivist groups attacking government institutions, disrupting 
their operations, and publishing compromised data are Black Reward, Edalat-e Ali, Tapandegan, 
Ghyamsarnegouni, and KromSec. 

For example, Black Reward threatened to release documents related to Tehran's nuclear program. Edalat-e 
Ali attacks government facilities and publishes anti-government messages, classified information, and 
videos. The Ghyamsarnegouni hacktivists targeted Iran's broadcasting service and some government 
organizations.

The hacktivist group KromSec participated in several high-profile cyberattacks, including selling the 
database of some Iran's ministry on the dark web.

A DDoS hacktivist attack, presumably by Anonymous, knocked out the websites of an Iranian bank, the 
national government portal, and several state media outlets. A cyberattack on the Iranian municipality 
allegedly resulted in hacking around 5,000 traffic monitoring cameras. 

Data related to the defense activities was breached in 2024 during a cyberattack on an Iranian com-
pany. The hacker group PRANA Network claimed responsibility for hacking company's email servers 
and gaining access to a database containing information about the company's financial infrastructure, 
fleet, oil sales operations, regasification processes, and key officers. 
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https://www.iranintl.com/en/202210225387
https://malpedia.caad.fkie.fraunhofer.de/actor/edalat-e_ali
https://www.iranintl.com/en/202203146632
https://www.eureporter.co/world/iran/2024/02/24/iranian-hacktivists-access-sensitive-government-systems-encourage-election-boycott/
https://malpedia.caad.fkie.fraunhofer.de/actor/kromsec
https://socradar.io/hacktivist-group-black-reward-leaked-iran-nuclear-program-secrets/
https://www.securiwiser.com/news/iranian-prison-exposed-by-hacktivists/
https://therecord.media/irans-national-tv-stream-hacked-for-the-second-time-in-a-week
https://cyberscoop.com/iranian-dissidents-presidential-hack/
https://www.aa.com.tr/en/middle-east/irans-foreign-ministry-confirms-cyberattack-but-denies-leak-of-documents/2891575
https://thecyberexpress.com/kromsec-sells-iran-ministry-database-dark-web/
https://therecord.media/anonymous-takes-down-iranian-government-websites-amid-protests-following-death-of-mahsa-amini
https://www.securityweek.com/exiled-iran-group-claims-tehran-hacking-attack
https://irancybernews.org/irgc-front-company-sahara-thunder-hacked-by-prana-network/


12Iran's cybersecurity threatscape for 2021-2024Positive Technologies

Non-tolerable events in the public sector can have devastating consequences for citizens, destabilizing 
society and the economy, creating political tensions, and undermining trust in government online services. 
These incidents can drive citizens away from government digital services, increasing administration costs.

Finance 

Iranian financial organizations were attacked in 24% of cases between 2023 and 2024, with most attack-
ers primarily motivated by financial gain. Non-tolerable events for banks, insurance and investment 
companies, and cryptocurrency exchanges, can cause huge financial losses and drive away customers. 
It is critical for these institutions to have strong cybersecurity measures in place.

An attack on Iran's insurance companies can serve as an example of cyberattacks on its financial 
organizations. On December 20, 2023, a hacker known as “irleaks” posted on the dark web offering 
to sell more than 160 million records from 23 of the country's leading insurance companies. A sample 
of the data, discovered by Hudson Rock, included passport numbers and other sensitive information. 
Hudson Rock researchers confirmed that the data appeared to be genuine and noted that attacking 
such a large number of insurance companies was extremely difficult.

Figure 12. Screenshot of a dark web listing offering data from insurance companies and their clients

The hacker group WeRedEvils posted on their Telegram channel about hacking an Iranian bank, claiming 
they had stolen personal and payment data of the bank's clients, including credit card numbers and PINs.

Figure 13. Screenshots of announcements about the hack of an Iranian bank

https://rezbez.ru/methodology
https://cybernews.com/news/iranians-exposed-mysterious-hacker-sell-personal-data/
https://www.infostealers.com/article/mysterious-hacker-strikes-iran-with-major-cyberattacks-against-industry-leading-companies/
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Figure 14. Example of an advertisement selling financial data of an Iranian investment company's clients

A 2023 espionage campaign targeting banks and discovered by researchers at Sophos X-Ops continued 
later that year. Cybercriminals attacked several Iranian banks. This latest iteration was designed to target 
an expanded list of banks. However, the functionality of the new malware variant could potentially have 
implications for individuals as well. The malware harvested information about applications installed 
on the user's device, specifically looking for several cryptocurrency wallet applications. Researchers 
believe that these cryptocurrency wallets may be targeted soon.

We must mention here a large-scale cyberattack that occurred outside the period under review, 
on August 14, 2024, affecting 20 of the 29 active credit institutions in Iran.

The attackers managed to gain access to a vast amount of confidential data from individual client accounts. 

Manufacture

Cyberattacks on manufacturers disrupted technological processes and provided attackers with access 
to internal control systems, as well as employee and operational data.

In 2022, a cyberattack damaged the industrial infrastructure of several Iranian companies. The attackers 
deployed Kali Linux, which targets operational technology platforms. They exploited vulnerabilities using 
Metasploit and conducted a Modbus attack on programmable logic controllers.

The hacker groups GhostSec and Gonjeshke Darande (Predatory Sparrow, presumably of Israeli 
origin) frequently attacked Iran's industrial infrastructure. In 2022, a cyberattack by Gonjeshke Darande 
disrupted operations at three steel companies. At one of the foundries, the attackers managed to cause 
a ladle of molten iron to collapse, setting the shop floor on fire.

Another hacker group in 2023 hacked the project management system of Iran's oil infrastructure. In April 
2024, GhostSec attacked a manufacturer of electrical panels, gaining access to its SCADA system.

The hacktivist group ArvinClub posted on the dark web, claiming to have obtained data from 20,000 
breached email accounts of an Iranian petrochemical corporation. Some of the listings that can be found 
on dark web offer data stolen form industrial companies, such as an engineering firm and an energy 
company, for sale or for free.

https://news.sophos.com/en-us/2023/07/27/uncovering-an-iranian-mobile-malware-campaign/
https://www.zimperium.com/blog/unveiling-the-persisting-threat-iranian-mobile-banking-malware-campaign-extends-its-reach/
https://www.politico.eu/article/iran-millions-ransom-massive-cyberattack-banks/
https://www.iranintl.com/en/202409048166
https://www.abiresearch.com/market-research/insight/7781199-hacktivist-group-breaches-iranian-ics-over/
https://www.timesofisrael.com/israel-linked-group-claims-cyberattack-that-shuts-down-70-of-irans-gas-stations/
https://www.securityweek.com/cyberattack-forces-iran-steel-company-halt-production
https://www.jpost.com/israel-news/article-770599
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Figure 15. Screenshot of a dark web post about the leak of 200 PDF files from an energy company

Telecommunications 

Iran's telecommunications infrastructure has also suffered from hacktivist activities. In 2023, cyber-
criminals attacked the Iranian mobile operator, forcing it to suspend operations for 12 hours. The group 
also managed to breach Iran's telecommunications infrastructure, causing significant Internet service 
disruptions across the country.

Figure 16. Screenshot of a cyberattack on a mobile operator

https://foresiet.com/weekly-newsletter/black-friday-impact-unveiling-the-surge-in-cyber-threats-across-manufacturing-software-development-and-it-sectors
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Figure 17. Screenshot of a cyberattack on the telecoms infrastructure
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In 2024one of Iranian ministries fell victim to a cyberattack, which caused its websites either go down 
or return a 403 error. According to the hacktivists, they managed to obtain confidential data, which they 
handed over to the Israeli government.

Figure 18. Dark web screenshot of the hacked site of an Iranian ministry

The cybersecurity of the telecommunications sector demands particular attention, as non-tolerable 
events within such systems can lead to disruptions in Internet service at a national level.

Cyberattack targets in organizations

In 2023–H1 2024, the vector of cyberattacks shifted toward workstations, servers, and networking 
hardware (47%). 

Figure 19. Cyberattacks on organizations by target asset type, 2021–2022 and 2023–H1 2024
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https://www.theregister.com/2024/08/02/israeli_hacktivists/
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During 2021–2022, websites primarily experienced denial-of-service attacks and the exploitation of web 
server vulnerabilities, enabling attackers to replace legitimate content on compromised websites with 
their own (deface). 

Figure 20. Example of a defacement of an Iranian website

In 2021, the hacktivist group Gonjeshke Darande knocked out the website, ticket offices, and freight 
services of Iran's rail network. 

Cyberattacks on IoT devices are common throughout the Middle East. Iran ranks first by number of IoT 
devices in the region. 

Figure 21. Number of IoT devices among leading countries in the Middle East

The substantial number of successful cyberattacks on manufacturers (17% and 11% for the respective 
periods) is presumably due to the widespread use of IoT devices in industrial infrastructure, which often 
turn out to be poorly protected weak links.
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https://www.ptsecurity.com/ru-ru/about/news/positive-technologies-82-uyazvimostey-veb-prilozheniy-soderzhitsya-v-iskhodnom-kode/
https://www.reuters.com/world/middle-east/hackers-breach-iran-rail-network-disrupt-service-2021-07-09/
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Methods of cyberattacks on organizations 

The most common method of cyberattacks in Iran (63%) involves the use of malware, which is also 
the most frequent method for organizations, accounting for 36% of total attacks. In December 2021, 
researchers at Amnpardaz discovered the iLOBleed rootkit hidden in the firmware of HP iLO devices. 
It was used in real attacks to knock out the servers of various Iranian organizations.

In late 2023, a massive cyberattack targeted the online food delivery company. Hudson Rock research-
ers discovered that a company employee's computer had been infected with the StealC stealer, which 
presumably resulted in many of the company's confidential credentials being exposed to the hackers 
and used as the initial vector for the attack. On December 30, a three-terabyte dataset of user data 
was put up for sale on the cybercrime market. It included email addresses, passwords, phone numbers, 
physical addresses, and credit card details.

Figure 22. Screenshot of a dark web listing for online food ordering company customer data

In June 2024, threat intelligence experts at the PT Expert Security Center found that the Agent Tesla 
stealer was being used in Iran. This malware is available as a service, allowing cybercriminals to rent or 
buy it for attacks. Agent Tesla functions as a keylogger, captures screenshots, and collects information 
from browsers, email clients, and FTP servers.

In 2024, during an incident response effort, the PT Expert Security Center team discovered an unknown 
keylogger embedded in a customer's main Microsoft Exchange Server page. It was harvesting account 
credentials into a file accessible via a special path from the Internet. An ensuing investigation revealed 
over 30 victims, mostly government entities in African and Middle Eastern countries. All the victims 
have been notified of the breach.

Windows devices in Iran have been heavily targeted by attackers using RATs. In 2024, two such malware 
tools, Millenium RAT and Xeno RAT, were found to be active.

Millenium RAT is a sophisticated remote access tool written in C# and targeting Windows systems. This 
malware has an extensive range of capabilities for secretly gathering user data, bypassing detection 
with advanced anti-analysis methods, maintaining persistence, and remotely controlling a compromised 
system. The malware can exfiltrate data, collect system information, evade sandbox detection, resist 
debugging, disrupt processes, activate self-destruction mechanisms, and execute remote commands 
via Telegram. Additionally, the malware specializes in intercepting browser data, Discord tokens, key-
strokes, and system information. 

https://therecord.media/threat-actor-uses-hp-ilo-rootkit-to-wipe-servers
https://www.iranintl.com/en/202312317970
https://www.infostealers.com/article/mysterious-hacker-strikes-iran-with-major-cyberattacks-against-industry-leading-companies/
https://global.ptsecurity.com/analytics/pt-esc-threat-intelligence/steganoamor-campaign-ta558-mass-attacking-companies-and-public-institutions-all-around-the-world
https://global.ptsecurity.com/analytics/pt-esc-threat-intelligence/steganoamor-campaign-ta558-mass-attacking-companies-and-public-institutions-all-around-the-world
https://www.ptsecurity.com/ru-ru/research/pt-esc-threat-intelligence/ehksperty-positive-technologies-obnaruzhili-seriyu-atak-cherez-microsoft-exchange-server/
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Xeno RAT, also developed in C#, targets Windows devices, particularly Windows 10 and Windows 11. 
Xeno RAT's features include a reverse SOCKS5 proxy server, real-time audio recording, and integration 
with a hidden virtual network computing (hVNC) module, giving attackers remote access to the infected 
computer. 

The PT Expert Security Center team noted that during the attacks on websites in 2024, attackers relied 
heavily on the FormBook malware. FormBook injects itself into various processes, logs keystrokes, and 
extracts information from the victim's HTTP sessions. Other functions include keylogging, clipboard 
monitoring, extracting information from HTTP/HTTPS/SPDY/HTTP2 forms, stealing passwords from 
browsers and email clients, and taking screenshots.

FormBook can execute commands from a malicious actor's server to upload and run files, start processes, 
use ShellExecute, clear browser cookies, harvest passwords, capture screenshots, upload and unpack 
ZIP archives, and shutdown or restart the system. One of the most interesting features of FormBook 
is reading the Windows ntdll.dll module and directly calling its functions, making user-level interception 
ineffective. FormBook can also change its file path, name, extension, and registry key used for persistence 
at random to ensure long-term presence in the system.

Consequences of attacks on organizations 

While the 2021–2022 period was characterized by hacktivist and APT group actions aimed at damaging 
Iran's information and industrial infrastructure, 2023–H1 2024 an increase in attacks aimed at stealing 
confidential information.

Figure 23. Cyberattacks on organizations in Iran by consequence, 2021–2022 and 2023–H1 2024

During the period of 2021–2022, malicious activities, primarily targeting government institutions, most 
often led to disruptions in the core operations of Iranian organizations and harmed the interests of the 
state (in 41% of cases). However, in 2023–2024, the main type of consequence was a data breach (68%), 
while the share of disruptions to core operations and damage to national interests dropped by 23 and 32 
percent, respectively.

During the 2021–2022 period, marked by elevated levels of hacktivist and APT group activity in the region, 
the most frequently stolen data types were correspondence (37%) and personal data (26%). 

Data breach
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Damage to national interestsе
41%
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© Positive Technologies 2021–2022 2023–2024
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Figure 24. Data stolen in Iran by category, 2021–2022 and 2023–H1 2024

According to dark web data, in 2023–H1 2024, 47% of listings announced successful cyberattacks 
on organizations and private individuals, indicating increased hacktivist activity aiming to publicize 
cyberincidents. 

The more-than-twofold increase in cybercrime (from 12% to 27%) can be linked to financially motivated 
attacks on financial institutions. Cybercriminal activity in 2023–H1 2024 also affected the dynamics 
of data breaches, whose share rose from 32% in 2021–2022 to 70%. In 2023–2024, attackers mostly 
sold data on the dark web that had been stolen from manufacturers (22%), services (19%), retail and 
the government (11% each), telecommunications, and finance (7% each).

Among data breaches, personal data (36%) was the most common, followed by trade secrets (29%). 
Around 25% of dark web listings offered personal data stolen either from organizations or private indi-
viduals, which supports these statistics.

Conclusions on the cybersecurity 
threatscape for organizations
In both periods under review, government institutions were the most frequent targets of cyberattacks, 
accounting for over 30% of all attacks. According to dark web data for 2023–2024, government institutions 
ranked among the top three categories of organizations by number of breaches, with a share of 12%. 

Attackers have repeatedly caused considerable damage to government infrastructure, despite the 
isolation of telecommunication and broadcasting networks and many government resources from 
external access. The nature of cyberattacks and the characteristics of Iran's Internet segment suggest 
insider actions (internal attackers) with the knowledge and capabilities to carry out such illicit activities. 
Experts from Threadstone71 claim that attackers had direct access to data, physical access to hardware 
and infrastructure, and deep knowledge of the infrastructure. 
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https://webmail.treadstone71.com/index.php/when-the-threat-actor-and-victim-agree
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Cyberthreats targeting IoT devices remain relevant for the Middle East and Iran in particular. This 
is highlighted by a large number of dark web listings containing information on compromised industrial 
controllers, SCADA systems, and cameras.

Figure 25. Screenshot of an announcement on the dark web about the hack of industrial controllers 
at the manufacturing company (2024, outside the period under review)

Successful cyberattacks on industrial sites may be partly due to insecure hardware configurations, 
which allow for example, remote connections to servers on open ports 3389 (default RDP) and 5900 
(default VNC). Among Middle Eastern countries, Iran ranks second by number of publicly accessible 
servers with open ports 3389 and 5900, according to data from the Shodan service.

https://www.shodan.io/dashboard
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Figure 26. Publicly accessible servers with open port 3389 in the Middle East

Figure 27. Publicly accessible servers with open port 5900 in the Middle East

Statistics from the Shadowserver Foundation on publicly accessible servers running RDP in the first 
half of 2024 show that Iran leads among Middle Eastern countries in this metric, which suggests a sig-
nificant cyberthreat. 

Figure 28. Changes in the number of available servers running RDP in Iran compared to other Middle 
Eastern countries in H1 2024
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The danger of using servers running RDP is highlighted by the substantial number of dark web ads 
selling access to infrastructure. Targets of cyberattacks include construction firms, trading companies, 
and petrochemical and water treatment facilities, among others.

Figure 29. Examples of dark web listings for RDP access to Iranian organizations

3. The dominant use of malware in cyberattacks against organizations, particularly government and 
financial institutions, coupled with increased cybercriminal activity in the region, highlights the dangers 
posed by malicious actors employing not only wipers and stealers but also ransomware. 
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Figure 30. Screenshot of a dark web ad offering ransomware for attacking a pharmaceutical company

Figure 31. Screenshot of a dark web ad offering ransomware for attacking an IT company
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Cyberattacks on private 
individuals in Iran 
The share of cyberattacks on private individuals during both periods did not exceed 30%, but the 
absolute number of these attacks was significant. Cybercriminals will undoubtedly profit from the theft 
of payment card details and PINs. Moreover, obtaining the personal data of private individuals is the 
first and often crucial step in implementing a wide range of cyberthreats. With someone else's personal 
data on hand, attackers can increase the success of their cyberattacks through social engineering, 
tailoring them to a specific victim. An attacker can also impersonate the owner of the personal data, 
thereby obtaining information about the victim's social circle, as well as the operational infrastructure 
of the company where the victim is employed. 

Private individuals are attacked by both cybercriminals and hacktivists: humans are the weakest link 
in any infrastructure, and social engineering techniques often provide access to the target's infrastructure 
or data. This partly explains the increase in the percentage of cyberattacks using social engineering 
techniques, both in Iran and the Middle East at large.

Cybersecurity threatscape for private 
individuals
In 2023–H1 2024, the percentage of consequences affecting state interests decreased from 20% to 13%, 
while data breaches increased by 18%. This indicates a shift in the focus of cyberattacks from state 
officials towards the general public in Iran.

Figure 32. Cyberattacks on private individuals in Iran by consequence, 2021–2022 and 2023–H1 2024

Personal data is the most common category of leaked data according to dark web statistics. For instance, 
one listing offered a database containing 500,000 lines of data on Instagram1 (is banned in Iran) users 
who are Iranian citizens. The data included the user's full name, phone number, and profile name.

Figure 33. Screenshot of a dark web listing offering the data of Iranian Instagram2 users
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1 A product from Meta, a company that 
has been designated as an extremist 
organization and banned in Russia 
under Russian law

2 A product from Meta, a company that 
has been designated as an extremist 
organization and banned in Russia 
under Russian law
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Among the most frequently encountered personal data are the person's full name, their mobile phone 
number, address, and scans of passports and social cards. 

Figure 34. Screenshot of a dark web listing offering private individuals' personal data

For $120, the personal data of 150,000 customers of a pizzeria in Tehran, including phone numbers, 
home addresses, email addresses, passwords, and birthdates, can be purchased on the dark web. 

Figure 35. Screenshot of a dark web listing offering the data of a pizzeria customers

In both periods under review, the share of cyberattacks targeting mobile devices remained the highest 
at 36% and 50%, respectively. This is due to the fact that Iranians primarily rely on mobile Internet service 
for communications, shopping, news, and so on, given its higher speed (31.82 Mbps) compared to fixed-
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line Internet connections. The high success rate of cyberattacks on mobile devices can be attributed 
to the predominance of the Android operating system, which offers users greater freedom to download 
and install various applications than iOS does. Cybercriminals frequently distribute malicious mobile 
apps that mimic legitimate ones. Due to the inconvenience of using the Google Play, where some apps 
are blocked, applications are distributed via popular websites and social networks.

Figure 36. Cyberattacks on private individuals in Iran by target asset type, 2021–2022  
and 2023–H1 2024

A significant increase compared to the previous period was seen in the Websites category, which rose 
by 13%. Researchers at SafeBreach uncovered an espionage campaign where a PowerShell-based 
stealer named PowerShortShell, snatched Google and Instagram3 login credentials from Persoan-
speaking users. The malicious code exploits a Microsoft MSHTML vulnerability (CVE-2021-40444) 
in the Internet Explorer browser engine.

Among the cyberattacks on websites, locally known Iranian filmmaker Kiya Ghanbari's personal site was 
defaced by the UCC hacking group. This group, claiming to be Indian hackers, vandalized the website 
in retaliation for the drone attack on a chemical tanker that occurred in late 2023 approximately 200 
nautical miles off the coast of India. 

Figure 37. Screenshot of a dark web post about the defacement of the Iranian filmmaker's website

Mobile devices
36%

50%

Websites 13%

Computers, servers, and 
networking hardware

7%
13%

© Positive Technologies 2021–2022 2023–2024

3 A product from Meta, a company that 
has been designated as an extremist 
organization and banned in Russia 
under Russian law

https://www.safebreach.com/blog/new-powershortshell-stealer-exploits-recent-microsoft-mshtml-vulnerability-to-spy-on-farsi-speakers/
https://www.cve.org/CVERecord?id=CVE-2021-40444
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As with organizations, malware remains the most commonly used method for carrying out cyberattacks 
on private individuals. Combined with the high proportion of cyberattacks on mobile devices (50%), it can 
be noted that Iran is characterized by cyberattacks involving malware that targets Android mobile devices.

Figure 38. Cyberattacks on individuals in Iran by method, H2 2022–H1 2023 and H2 2023–H1 2024

Data from Kaspersky confirms the relevance of cyberthreats targeting mobile devices in Iran. In 2022, 
Iran was among the three countries with the highest percentage of users attacked by mobile malware 
(Iran: 14.53%, Syria: 15.61%, and China: 17.70%).  The most common mobile cyberthreat in Iran in 2022 
was Trojan-Spy.AndroidOS.Agent.aas, a modified version of WhatsApp containing a spyware module. 
In 2023, the dominant malware in the country was Trojan.AndroidOS.Hiddad.da (97.39%), which not 
only copies but also destroys, modifies, and blocks it data. In the first half of 2024, the activity of the 
Trojan-Spy.AndroidOS.SmsThief.tt, conducting digital surveillance of users in Iran, reached 96.88%.

For example, in 2023, researchers at Zimperium discovered more than 200 fake mobile Android apps 
that mimicked major Iranian banks to steal client information. All of the apps were available for download 
from December 2022 to May 2023, harvesting online banking login credentials and credit card details, 
hiding and intercepting incoming text messages used for multi-factor authentication. 

The 2023 espionage campaign targeting mobile users is not the first for Iran. In 2021, a widespread 
SMS phishing (smishing) campaign saw malicious actors impersonate Iranian government services. 
The cyberattack relied on social engineering and malware: Iranians received text messages purportedly 
from government services, containing a link that redirected them to a phishing website where they were 
notified of a complaint filed against them. The user was then asked to provide their personal details, 
such as name, phone number, and national ID number to proceed to the electronic system and avoid 
visiting an offline branch due to restrictions introduced during the COVID-19 pandemic. 

A sizeable portion of mobile malware in Iran is designed to exploit legitimate VPN services or disguise 
itself as a VPN app. This type of cyberthreat is a regional characteristic due to the widespread use 
of VPN services among young people. 

In 2023, Iranian users were attacked with a VPN malvertising campaign. Researchers at Trend Micro 
discovered malware for data theft, named OpcJacker, whose main capabilities included keylogging, 
taking screenshots, stealing confidential data from browsers, downloading additional modules, and 
replacing cryptocurrency addresses in the clipboard for theft.
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https://securelist.com/mobile-threat-report-2022/108844/
https://securelist.com/mobile-threat-report-2022/108844/
https://securelist.com/mobile-malware-report-2023/111964/
https://threats.kaspersky.com/ru/threat/Trojan.AndroidOS.Hiddad/
https://securelist.com/it-threat-evolution-q1-2024-mobile-statistics/112750/
https://securelist.com/it-threat-evolution-q1-2024-mobile-statistics/112750/
https://therecord.media/iran-banking-apps-mobile-malware-campaign-expands
https://news.sophos.com/en-us/2023/07/27/uncovering-an-iranian-mobile-malware-campaign/
https://github.com/kh4sh3i/Smishing-Botnets?tab=readme-ov-file
https://www.trendmicro.com/en_us/research/23/c/new-opcjacker-malware-distributed-via-fake-vpn-malvertising.html
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Users of the legitimate, popular 20Speed VPN service in Iran were attacked with EyeSpy, an online 
surveillance tool developed and distributed in Iran. Judging by dark web listings, the trend for using VPNs 
to carry out cyberattacks extends to organizations. Some dark web posts offer to provide access via VPN. 

Figure 39. Example of a listing offering access to a manufacturing company via VPN

According to the team at the Positive Technologies expert center, many of the malware programs they 
detected in Iran imitated VPN services, such as Warp Plus, Psiphon, Warp-Plus GUI, and others. 

Trend Micro analysts report that malware disguised as the GlobalProtect VPN tool from Palo Alto 
Networks is active in the Middle East. The initial vector of cyberattacks using this malware is still 
unknown. The attackers are understood to use phishing to convince victims that they are installing the 
legitimate GlobalProtect.

Another regional feature of Iran is the legal status of cryptocurrency. The media outlet Cybernews 
covered a notable security incident in 2024 caused by misconfiguration rather than cyberattacks. 
The incident affected an Iranian cryptocurrency exchange that supports more than 300 coins and 
tokens. A misconfiguration in the MinIO (high-performance object storage system) instance opened 
up access to cloud-based containers containing the platform's Know Your Customer (KYC) data. When 
interacting with the platform, users must verify their identity by uploading official documents. The MinIO 
configuration error compromised about 230,000 Iranian citizens, exposing their signed regulatory 
agreements, passports, IDs, and credit cards.

Data from the dark web in 2024 confirms a growing interest among hackers in cryptocurrency services. 
For example, there have been dark web listings offering to sell data from the Iranian cryptocurrency 
and blockchain company. 

https://www.vpncompare.co.uk/iran-vpn-spyware-installer/
https://www.trendmicro.com/en_us/research/24/h/threat-actors-target-middle-east-using-fake-tool.html
https://cybernews.com/security/iranian-crypto-exchange-leaks-passports/
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Figure 40. Screenshot of a dark web listing offering data and access to blockchain company

The database on offer contained the following:

 � Messages and chats (activation codes, PINs, OTPs, support tickets, and so on)

 � User details (username, password, first and last name, gender, phone number, national ID, IP address, 
user agent string, and so on)

 � Search criteria (city, province, search filters, search time range, amount, user ID, IP address, and so on)

In addition to the data, the listed price of $800 included shell access to the subdomain.

Conclusions on the cybersecurity 
threatscape for individuals
Despite the smaller share of cyberattacks targeting individuals compared to organizations, the absolute 
number of these attacks is huge. Iran's digital landscape for individuals is characterized by widespread 
use of smartphones for communication, news browsing, and shopping. Mobile marketing dominates 
the Iranian e-commerce market. This is due to the wide availability of smartphones and faster mobile 
data rates compared to fixed-line links: 31.82 Mbps versus 12.76 Mbps on average.

The mobile cyberthreats situation is exacerbated by the widespread use of VPN services to access banned 
resources, such as YouTube or Instagram4. Data from 2023–2024 shows that VPN services, often in the 
form of mobile apps, have been frequently exploited by cybercriminals to attack individuals. Hackers use 
both legitimate VPN services that they can compromise and malicious apps posing as VPN services.

The rise in cyberattacks that rely on social engineering has been driven by advancements in AI technol-
ogy. Experts at Avast report an increase in cybercrime involving audio and video deepfakes. AI is used 
as a generator of fake content and a tool for mass phishing.

4 A product from Meta, a company that 
has been designated as an extremist 
organization and banned in Russia 
under Russian law

https://vc.ru/crypto/1174825-socialnaya-inzheneriya-na-osnove-iskusstvennogo-intellekta-dominiruet-v-90-kiberatak
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Tactics and techniques 
of APT and hacktivist 
groups operating in Iran, 
mapped to the MITRE 
ATT&CK Enterprise Matrix
A description of tactics and techniques is primarily available for APT groups, as they are more organized 
and highly skilled hackers than hacktivist groups. APT groups specialize in cyberespionage, focusing 
on covert system intrusion, trace eradication, and remote access.

This section delves into the tactics and techniques employed by the APT groups APT15, Bahamut, 
Molerats, Desert Falcons, and the hacktivist collective GhostSec.

APT groups' arsenal
APT groups typically combine their own custom malware with publicly available tools.

For example, APT15 uses widely accessible tools like Mimikatz and LaZagne (T1003.001, T1003.004, 
T1003.005), while their malicious functionality is primarily concentrated in backdoors like RoyalCli and 
RoyalDNS, Ketrum, BS2005/Ketrican/Graphican (one family with minor differences in functionality 
between members). APT15's arsenal includes tools for both Windows (Okrum, MirageFox) and Android: 
the surveillance tool SilkBean with extensive remote access trojan (RAT) features; HenBox, which targets 
Xiaomi devices running MIUI; and BadBazaar, primarily a banking trojan.

In addition to backdoors, APT15 uses trojans. For example, TidePool offers many capabilities typical 
of most RATs. It allows the attacker to read, write, and delete files and folders, and execute commands 
via named pipes. TidePool gathers information about the victim's computer, encodes data in base64, and 
sends it to the C2 server over HTTP. This matches the capabilities of the BS2005 malware family used by 
the Ke3chang actor. TidePool is embedded within an MHTML document that exploits CVE-2015-2545.

Molerats also have a substantial number of backdoors (DropBook, SharpStage, MoleNet, and others), 
which ensure access to data even if it is encrypted and protected. To dump passwords saved in victims' 
browsers (T1555.003), the group uses the publicly available BrowserPasswordDump10 tool.

Desert Falcons primarily use malware that functions as cyber-espionage tools. Thus, the custom-made 
Android spyware used by Desert Falcons is called Desert Scorpion. It can record sound from phone calls 
and the built-in microphone (Audio Capture), track location (Location Tracking), and view the user's 
confidential data (Protected User Data), such as contacts (T1636.003), text messages (T1636.004), and 
installed apps (Software Discovery). Other malware used by Desert Falcons to target Android devices 
includes VAMP, designed to steal data through call recording (Audio Capture) and stealing contacts 
and documents stored on the device, and GnatSpy, which expands VAMP's functionality by collecting 
information about battery usage, memory, storage, and SIM card status. For iOS devices, the group 
used Phenakite, which is capable of recording phone call audio, collecting and forwarding WhatsApp 
media files, photos, and files with specific extensions (Data From Local System), and redirecting victims 
to phishing pages for Facebook5 and iCloud to steal credentials for these services (Input Capture).

5 A product from Meta, a company that 
has been designated as an extremist 
organization and banned in Russia 
under Russian law

https://attack.mitre.org/techniques/T1003/001/
https://attack.mitre.org/techniques/T1003/004/
https://attack.mitre.org/techniques/T1003/005/
https://malpedia.caad.fkie.fraunhofer.de/details/win.royalcli
https://malpedia.caad.fkie.fraunhofer.de/details/win.royal_dns
https://malpedia.caad.fkie.fraunhofer.de/details/win.ketrum
https://malpedia.caad.fkie.fraunhofer.de/details/win.graphican
https://attack.mitre.org/software/S0439/
https://attack.mitre.org/software/S0280/
https://attack.mitre.org/software/S0549/
https://attack.mitre.org/software/S0544/
https://malpedia.caad.fkie.fraunhofer.de/details/apk.badbazaar
https://unit42.paloaltonetworks.com/operation-ke3chang-resurfaces-with-new-tidepool-malware/
https://unit42.paloaltonetworks.com/operation-ke3chang-resurfaces-with-new-tidepool-malware/
https://cve.mitre.org/cgi-bin/cvename.cgi?name=cve-2015-2545
https://attack.mitre.org/software/S0547/
https://attack.mitre.org/software/S0546
https://attack.mitre.org/software/S0553
https://attack.mitre.org/techniques/T1555/003/
https://attack.mitre.org/techniques/T1429
https://attack.mitre.org/techniques/T1430
https://attack.mitre.org/techniques/T1636
https://attack.mitre.org/techniques/T1636/003/
https://attack.mitre.org/techniques/T1636/004
https://attack.mitre.org/techniques/T1418
https://unit42.paloaltonetworks.com/unit42-targeted-attacks-middle-east-using-kasperagent-micropsia/
https://attack.mitre.org/techniques/T1429
https://www.trendmicro.com/en_us/research/17/l/new-gnatspy-mobile-malware-family-discovered.html
https://attack.mitre.org/software/S1126
https://attack.mitre.org/techniques/T1533
https://attack.mitre.org/techniques/T1417
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Bahamut utilized the publicly available, cross-platform remote administration tools (RATs) NETWIRE 
and Revenge RAT for remote control. Additionally, the group employed various malware for Software 
Discovery, particularly to gather a list of active processes, identify installed software, and check for 
specific antivirus programs (T1518.001), including Kaspersky, Quick Heal, AVG, BitDefender, Avira, 
Sophos, Avast!, and ESET.

Gaining initial access
To infiltrate the infrastructure, attackers have to find an initial entry point: a server, an employee's 
computer, or another network component, and infect that with malware to enable further lateral 
movement across the network. 

Many of these groups began their cyberattacks with targeted phishing (Phishing). In particular, Bahamut 
and Molerats used phishing emails containing malicious links (T1566.002), and Microsoft Word and PDF 
attachments (T1566.001). Bahamut also leveraged messaging apps (T1566.003). APT15 operates with 
the characteristics of Iran in mind, gaining access via VPN through compromised accounts and stolen 
VPN certificates (External Remote Services, T1133), among other methods. Molerats sent malicious 
links via email, prompting users (User Execution) to open a RAR archive and run a file (T1204.001), and 
malicious files that tricked users into clicking “Enable Content” to run embedded macros and download 
malicious archives (T1204.002).

Gaining persistence in the target 
infrastructure
The next step is for the attackers to establish a foothold in the infrastructure. A common technique 
involves setting up malware to autostart (Boot or Logon Autostart Execution), either through registry 
keys or by adding a link to the malware to the Startup folder (T1547.001). For example, the Bahamut 
group created LNK files in the Startup folder.

APT15 developed its own malware, allowing it to persist within victim networks (T1587.001). Molerats 
saved malicious files in the AppData and Startup folders to maintain persistence in the system (T1547.001). 
Desert Falcons used the Subvert Trust Controls technique, utilizing a mobile app that, when launched 
on a Huawei device, added itself to the list of protected applications, so it could run even when the 
screen was off (T1553.006).

Infrastructure exploration
Groups use both system utilities and malware to investigate the processes running on compromised 
nodes (Process Discovery). For instance, APT15 collected process information using the command-line 
utility tasklist. APT15's malware captured credentials that victims entered on compromised devices 
(Input Capture).

Attackers also search files and directories on compromised nodes for any potentially useful information 
(File and Directory Discovery). For example, Bahamut relies heavily on file enumeration, and Desert 
Falcons have a special tool for recursively browsing directories across all drives and searching for 
certain files based on their paths. Molerats used the MoleNet and DropBook tools to collect system 

https://attack.mitre.org/software/S0198/
https://attack.mitre.org/software/S0379
https://attack.mitre.org/techniques/T1518/001/
https://attack.mitre.org/techniques/T1518/001/
https://attack.mitre.org/techniques/T1518/001/
https://attack.mitre.org/techniques/T1566/002/
https://attack.mitre.org/techniques/T1566/002/
https://attack.mitre.org/techniques/T1566/001/
https://attack.mitre.org/techniques/T1566/003/
https://attack.mitre.org/techniques/T1133/
https://attack.mitre.org/techniques/T1204
https://attack.mitre.org/techniques/T1204/001
https://attack.mitre.org/techniques/T1204/002
https://attack.mitre.org/techniques/T1547/
https://attack.mitre.org/techniques/T1547/001/
https://attack.mitre.org/techniques/T1587/001/
https://attack.mitre.org/techniques/T1547/001/
https://attack.mitre.org/techniques/T1553/
https://attack.mitre.org/techniques/T1553/006/
https://attack.mitre.org/techniques/T1057/
https://attack.mitre.org/techniques/T1056/
https://attack.mitre.org/techniques/T1083/
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information (System Information Discovery) and retrieve the names of all files and folders in the Program 
Files directories.

GhostSec employs similar techniques to obtain valuable information (File and Directory Discovery, 
System Information Discovery), supplementing these by gathering data on registered services on the 
local system (System Service Discovery). The group uses automated tools (Automated Collection) 
to collect internal information about the compromised system or network infrastructure, and searches 
in local sources (Data from Local System), such as file systems, configuration files, or local databases, 
to find the files it needs and confidential data before forwarding these to a remote server.

Collecting valuable information
To access certain information, hackers may need additional credentials. To get these, they often extract 
passwords from system process memory (OS Credential Dumping). APT15 used the Mimikatz and LaZagne 
tools, and extracted accounts from the NTDS.dit file, a database that stores Active Directory information 
(T1003.003). APT15, Bahamut, Desert Falcons, and Molerats relied heavily on Input Capture to intercept 
the data entered by victims on compromised devices. These groups used keyloggers for this purpose.

Some of the groups archive data they collect (Archive Collected Data). Molerats used DustySky, which 
created temporary directories for storing collected files and allowed these to be archived before for-
warding outside of the corporate infrastructure.

The financially motivated GhostSec's group encrypts valuable data it collects from target systems (Data 
Encrypted for Impact) to disrupt access to the system and network resources for the compromised 
device. Embedded data may be deleted, and services designed to assist in system recovery are disabled 
to prevent restoring access to the data (Inhibit System Recovery).

Evasion techniques
A common technique for evading protection is Masquerading, where malware is disguised as legitimate 
files or applications. For example, Bahamut used icons mimicking Microsoft Office files to mask malware 
and tried to hide executable files by changing the file extension to .scr to imitate Windows screensavers. 
Desert Falcons also delivers its application via a malicious app marketplace (Deliver Malicious App via 
Other Means, T1476).

GhostSec employs bootkit elements, which automatically execute upon system startup (T1037.005) 
to retain access, for example, after the compromised device reboots. The group also uses various 
evasion techniques: file or information obfuscation (Obfuscated Files or Information), process injection 
by executing arbitrary code in the address space of a separate process (Process Injection), masquerad-
ing its artifacts to appear legitimate (Masquerading), and modifying file timestamps (last modified, last 
accessed, created, and last changed) (T1070.006) to make altered files less conspicuous to forensic 
analysts.
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Recommendations for 
government and business 
organizations
To protect government organizations from cyberthreats, it is important to consider insider threats, 
as security measures aimed at external cyberthreats will not stop an insider who has no need to hack 
the system and can collect data directly. 

At a basic level, it is recommended to apply organizational and technical measures, including a compre-
hensive security audit of the information infrastructure; the introduction of strict policies for managing 
accounts and passwords, as well as access, both virtual and physical, to the infrastructure; building 
a comprehensive information security infrastructure using a multi-vendor approach, and cybertesting 
and cyber exercises to ensure cyber-resilience.

A much greater effect in protecting government agencies from cyberthreats can be achieved by coop-
erating with governments that face similar cyberthreats and engineering challenges.

Using an effective cybersecurity methodology can significantly improve the cyber-resilience of organi-
zations of any size and ensure the protection of sensitive data in the face of destructive cyberattacks by:

 � Identifying non-tolerable events and scenarios for their implementation

 � Conducting comprehensive cyber-transformation by reinforcing the protection of IT infrastructure 
components

 � Regularly auditing the cyber-resilience of organizations

For organizations involved in implementing technological and business processes, it is crucial to identify 
specific non-tolerable events and the critical infrastructure components that could be targeted. Due 
to the regional characteristics, remote access settings, particularly those for RDP and VNC, require 
careful attention. A poorly configured system can be exploited by attackers to launch cyberattacks. 
For industrial facilities equipped with IoT devices—inherently one of the most vulnerable parts of the 
infrastructure—a list of non-tolerable events would directly correlate with common IoT cybersecurity 
issues, including the following:

 � A lack of specialized hardware protection. As of 2023, 66% of IoT devices lacked this, and 29% had 
no security features at all.

 � Administrators' lack of awareness about the full range of IoT devices in use. According to the 
Ponemon Institute, companies often lack a full understanding of all connected devices, which 
results in around 48% of devices being at risk because they are either no longer detected by the 
company's IT department or run outdated software.

 � Lack of encryption for IoT traffic. According to a study by Palo Alto Networks, 98% of IoT devices 
have this issue.

https://info.zscaler.com/resources-industry-reports-threatlabz-2023-enterprise-ioT-ot-threat-report
https://info.zscaler.com/resources-industry-reports-threatlabz-2023-enterprise-ioT-ot-threat-report
https://iot-analytics.com/cellular-iot-module-security/
https://adaptiva.com/hubfs/Reports/Adaptiva-Ponemon-Report-2022.pdf
https://unit42.paloaltonetworks.com/iot-threat-report-2020/
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Recommendations 
for individuals
Key cyberthreat trends affecting individuals in Iran include the following:

 � A persistent rise in cybercrimes perpetrated via cyberattacks targeting Android mobile devices, 
particularly those exploiting the mimicry of VPN services.

 � An increasing percentage of cyberattacks on banking apps and legitimate VPN apps.

 � A growing interest among cybercriminals in cryptocurrency apps.

 � The emergence of more complex cyberattacks that utilize social engineering methods combined 
with AI.

Although it is premature to declare a full-scale wave of cyberattacks on cryptocurrency exchanges and 
mobile apps, the emergence of malware targeting crypto apps, a recent data breach due to misconfigured 
security settings on an exchange, and dark web listings offering blockchain-related data point toward 
a growing threat.

Common scenarios of cyberattacks using social engineering:

 � Fake business proposals targeting popular content creators.

 � Posting videos, in particular AI generated, with descriptions that contain malicious links disguised 
as popular software downloads.

 � Setting up fake domains that mimic legitimate software companies and using them to distribute 
malware.

Recommendations for individuals include increasing cybersecurity literacy through public education on 
digital hygiene and safe online behavior. Digital hygiene generally implies that apps must only be installed 
from trusted sources, and mobile devices should have antivirus software.

Training users will also enable them to effectively resist social engineering attacks by ignoring potentially 
dangerous attachments in emails and chats, and suspicious links.

Positive Technologies is an industry leader in results- 
oriented cybersecurity and a major global provider  
of information security solutions. Our mission is to 
safeguard businesses and entire industries against 
cyberattacks and non-tolerable damage. Over 4,000 
organizations worldwide use technologies and services 
developed by our company.

Positive Technologies is the first and only cybersecurity 
company in Russia to have gone public on the Moscow 
Exchange (MOEX: POSI), with 205,000 shareholders  
and counting.

Follow us in the News section at ptsecurity.com.
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pr@ptsecurity.com
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